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Abstract This study proposes a cooperative blockchain privacy data interaction and storage scheme integrating 
secure multi-party computation (SMPC) to address the consistency and security problems of blockchain privacy 
data in on-chain and off-chain interactions. Through the combination of layered architecture design (data storage 
layer, open sharing layer, and arbitration organization layer) and cryptographic techniques (threshold Paillier 
encryption, smart contract key management), the scheme realizes the “usability and invisibility” and controllable 
ownership of private data. The program adopts IPFS to store encrypted data under the chain and records the hash 
address through the blockchain, which effectively solves the problem of limiting the storage capacity on the chain. 
At the same time, it introduces a threshold decryption mechanism, which requires at least t participants to 
collaborate on decryption to prevent internal malicious behavior and single point of failure. The experimental results 
show that compared with the traditional DSSA protocol and Paillier homomorphic encryption scheme, this scheme 
has significant advantages in computational cost (reduced to 0.35 for vector dimension 5000), communication cost 
(reduced to 68.81), and operational efficiency (time consumed is 504.81ms for modulus 1024bit), which provides 
theoretical support for efficient and secure interactions of private data. It provides theoretical support and practical 
reference for efficient and secure interaction of private data. 
 
Index Terms blockchain, multiparty secure computing, privacy preservation, threshold decryption, IPFS 

I. Introduction 
The rapid development of technologies such as mobile Internet, Internet of Things and big data has bred a variety 
of new service models and applications. By collecting and analyzing user-related data, these applications can 
provide users with accurate and personalized services, bringing great convenience to people's lives [1]. However, 
these data often contain a large amount of sensitive information, and operations such as collecting, sharing, 
publishing and analyzing these data increase the scope of data privacy risks [2], [3]. In recent years, data privacy 
breaches have occurred frequently, and major countries and regions around the world are introducing privacy 
protection bills to accelerate data privacy protection [4]. Therefore, how to achieve energy-efficient and balanced 
data privacy protection and give full play to the value of data is an urgent problem at present. 

In the face of increasingly complex and intelligent cyber-attacks, the adaptability of traditional encryption and 
access control techniques is gradually decreasing, and thus more advanced security technologies need to be 
introduced to meet these challenges [5], [6]. Secure Multi-Party Computing (SMC), as an emerging technology for 
privacy and data security protection, provides new solutions for privacy protection and data security in 
communication networks [7]. By decentralizing the data storage and partitioning the computation process, multiparty 
secure computing ensures the privacy and confidentiality of data during communication [8], [9]. The computations 
between participants are performed through a protocol, which ensures that each participant only has access to the 
results of his or her own computations and cannot learn the private inputs of other participants [10]-[12]. This 
distributed computing model provides an effective way for privacy preservation in communication networks [13]. In 
future communication networks, multiparty secure computing will also play an increasingly important role in 
safeguarding users' privacy and data security by combining intelligent technologies [14]-[16]. 

This study proposes a blockchain privacy data interaction model and storage scheme combined with secure multi-
party computing, aiming to realize secure sharing, controllable decryption, and on-chain and off-chain consistency 
enhancement of privacy data through the deep fusion of cryptography technology and distributed architecture. Firstly, 
a blockchain-based privacy data open model is constructed, and a layered architecture including data storage layer, 
open sharing layer and arbitration organization layer is designed by introducing arbitration organization (AI) and 
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smart contract technology to ensure that the data ownership will not be lost and dispute arbitration will be supported. 
On this basis, the basic theory and adversary model of secure multi-party computation are systematically elaborated, 
and its core role in privacy protection is clarified to provide a cryptographic foundation for the subsequent model 
design. Finally, a decentralized data security storage and sharing scheme is proposed, which combines threshold 
Paillier encryption, IPFS off-chain storage and smart contract key management to solve the problem of storage 
capacity limitation of blockchain, and protects against internal threats through threshold decryption. 

II. Multi-party secure computing based privacy data interaction model and secure 
storage scheme design 

II. A. Blockchain-based open privacy protection model design for general private data 
This section analyzes the difference with the blockchain-based data open privacy protection model with respect to 
the privacy security problems of the ordinary privacy data open model. The common privacy data open sharing 
model relies on the central database (DB), i.e., the data provider (DP) stores the data information to the data center, 
and the data user (DC) needs to call from the central database when it needs to use the data, and the common 
privacy data storage model is shown in Fig. 1.During the process of DC requesting the data from the DB, the DB 
utilizes a variety of security protection technologies to guarantee the security of data transmission, integrity and 
reliability, and at the same time requires DC to sign a data confidentiality agreement to ensure that the data will not 
be leaked, but it does not prevent the data from being copied, and once the data is copied, it means that DB and 
DP lose control over the data, which may lead to the leakage of DP's private data information. 
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Figure 1: Ordinary privacy data storage model 

In the blockchain-based privacy data open privacy protection model, DC no longer uses the open data directly, 
but designs the data analysis model  according to the demand and sends  to DB, which analyzes the data and 
sends the results to DC.This method not only realizes that the data is available and invisible, but also ensures that 
the data ownership is not lost. 

The entities included in the model in this chapter are not only the data provider (DP) and the data user (DC), but 
also the arbitration institution (AI), when the DC questions the sharing result, it can apply for arbitration to the system, 
which utilizes the trusted node to act as the arbitrator, communicating to the DP and the DC at the same time to 
complete the arbitration act. The data privacy protection of the model can be expressed as a triad consisting of DP, 
DC and AI: S refers to the shared data space, which is denoted in equation (1): 

 [ , , , ]S I D M R  (1) 

I  refers to the data index, D  refers to the target shared data, M  refers to the data analysis model of the 
data user, and R  refers to the data output result under the data analysis model of the data user. In this model, 
first, the DC party finds the required data D  according to the data index I ; then, sends the data analysis model 
M  to the DB, which executes the data analysis model M  locally; and finally, sends the obtained data analysis 
result R  to the DC to complete the act of sharing the data once, which is formalized in equation (2): 

 ( ( ) ( , ) )DC I D M DB DP D M R DC       (2) 

When the two parties are in disagreement over the data sharing results, the decision is made through an 
arbitration institution, and the arbitration act is denoted as  , and the formal representation of   is shown in 
Equation (3): 
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       
 (3) 

In the following, the components of the model will be described in detail and the core components in the model 
will be described.The blockchain-based data privacy storage architecture is shown in Figure 2. The model is mainly 
divided into data storage layer, open sharing layer and arbitration organization layer from bottom up. 
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Figure 2: Data privacy storage architecture based on blockchain 

(1) Data storage layer. The data storage layer is divided into two levels: the main chain storage and the summary 
chain storage. The data stored in the main chain is mainly based on the proof language, which determines the 
authenticity of the corresponding data; the summary chain mainly stores the data indexes, signatures and 
verification results, in addition to preserving some of the data's permission information. Since some data have strong 
privacy, they need to be desensitized before uplinking, and then uplinked and stored after completing data 
desensitization, while generating corresponding data indexes to be stored in the corresponding nodes. Mainly, the 
database (DB) is oriented to the data information provided by the data provider (DP) or the data information collected 
by the database (DB) itself from users, enterprises, society, etc. for safe and efficient storage, and the data provider 
(DP) only needs to enter the information into the database, and the database will desensitize the collected 
information and index the Intelligent Contract Technology (ISCT) to create the index, and pack the index into blocks 
to be put into the shared chain network. 

(2) Open sharing layer. This layer mainly allows traceability query of the data transaction process, for each data 
transaction shared in the blockchain system. At the same time, it is also the core part of the model. The data user 
(DC) analyzes the data information on the index chain, constructs the corresponding data analysis model for the 
required data information, and then sends the analysis model to the database (DB) to obtain the required data 
processing results with the help of shared smart contract technology (SSCT). This ensures that the data information 
is available and invisible, and at the same time guarantees the security and control of the data information. 

(3) Arbitration organization layer. It is for the data user (DP) to question the data analysis and processing results 
in the process of data open sharing, through the trusted node as an arbiter to arbitrate the behavior, its main role is 
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to guarantee the communication security between the nodes in the model, as well as to complete the recalculation 
task after the DP and DC parties have questioned the data sharing results. 

 
II. B. Basic Concepts and Theory of Safe Multiparty Computing 
Although the blockchain-based privacy data open model realizes data ownership protection through layered 
architecture and arbitration mechanism, its security still needs to rely on the deep support of cryptography 
technology. For this reason, this section further introduces the theory of secure multi-party computation SMPC, 
which provides a theoretical basis for the design of subsequent privacy protection schemes through the comparative 
analysis of the ideal model and the adversary model. 
 
II. B. 1) Overview of safe multiparty computing 
Secure Multi-Party Computation SMPC is a generalized cryptographic primitive in the field of cryptography that 
allows distributed participants to jointly compute arbitrary functions while protecting the parties' private inputs and 
outputs from disclosure. This ensures both privacy and correctness of the computation results. In this process, the 
final computation results are made public, but the details of any participant inputs are not exposed. The 
computational model of secure multi-party computation is shown in Fig. 3, assuming that the function f  has n  

inputs 1 2{ , , , }nx x x  , which are stored in the databases of n   different participants. For each participant 

( 1,2, , )iP i n  , the input ix  is his private information. The secure multiparty computation protocol, on the other 

hand, implements the common computation of function f  by n  participants while guaranteeing security. After 

the computation is completed, each participant can only get its own output result, but cannot know the result beyond 
that. In the ideal model, the results of secure multi-party computation can be obtained by a trusted third party (TTP) 
that secretly collects private inputs from each participant, performs the computation and returns the results to each 
participant to obtain the desired output. In general, security in secure multiparty computation consists of five aspects: 
privacy, correctness, input independence, assured access to the output, and fairness. 
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Figure 3: Secure multi-party computation 

II. B. 2) Ideal and adversary models 
Typically, models for secure multi-party computation are categorized into ideal and adversary models, and adversary 
models can be subdivided into two categories: semi-honest adversary models and malicious adversary models. 

(1) Ideal Model 
Imagine that there exists a trustworthy third party (TTP) that does not disclose any information and does not 

deceive the participants under any circumstances. Ideally, secure multi-party computation is when multiple 
participants utilize the TTP for joint computation. The ideal model is shown in Fig. 4 and is described below: 

Suppose there are ( 2)n n   participants 1, , nP P  with private data 1, , nx x , respectively, who send their private 

data to the TTP, which computes the function f  separately: 

 1 1 1 1( , , ) ( ( , , ), , ( , , ))n n n nf x x f x x f x x     (1) 

Combine the results of the final calculations 

 1 1 1( , , ), , ( , , )n n nf x x f x x    (2) 
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Sent to each participant 1, , nP P  respectively. In this way the participants 1, , nP P  can only get the result of the 

computation sent by TTP. This kind of protocol which requires the help of TTP confidential computation function 

1( , , )nf x x  is called the ideal secure multiparty computation protocol. The TTP under the ideal model is always 

honest and will never disclose any private data of each participant, so the TTP protocol is the simplest and most 
secure computation protocol, and the security of any actual confidential computation protocol is unlikely to exceed 
that of the ideal protocol, but it is difficult to find a trustworthy third party under the current real-world scenarios, and 
therefore the protocols designed for specific problems need to be secure multi-party computation protocols without 
the participation of the TTP. The secure multi-party computing protocol under the ideal model is used to compare 
and evaluate the security of the actual protocol. 

Party n Party 4

Party 3Party 1

Party 2

TTP

……

 

Figure 4: Ideal model 

(2) Adversary Model 
The security model is an infrastructure used to prove the security of the designed solution, which usually simulates 

the behavior of an adversary to challenge the secure computing protocol. During the execution of a secure multiparty 
computing protocol an adversary tries to obtain additional private information, and the adversary can control one or 
more participants, based on the type of participants controlled by the adversary the security model is categorized 
into semi-honest adversary model and malicious adversary model, as shown in Fig. 5. 

Party n Party 4

Party 3Party 1

Party 2

 

Figure 5: Reality (adversary) model 

Semi-Honest Adversary Model: In this scenario, any participant in a secure multiparty computing protocol is semi-
honest and does not actively deceive or disclose information. Therefore, the adversary under this model is also 
required to be semi-honest, complying with the execution of the protocol, but is extremely concerned about the 
results of the protocol execution as well as the private data of the participants, and wants to use the intermediate 
results of the protocol execution to derive the private inputs of the participants or other more relevant and useful 
information. Semi-honest participants do not actively attack the protocol, so the semi-honest adversary model is 
also known as the honest but curious model or the passive model. 
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Malicious Adversary Model: In this model, participants will not honestly comply with the execution of the protocol, 
instead, they will arbitrarily disobey the execution order of the protocol, maliciously input wrong data information, 
and even corrupt certain participants to destroy the correctness and privacy of the protocol, and finally achieve 
deviation from the protocol specification to generate wrong computation results. Specifically, it contains the following 
three kinds of malicious behaviors: refusing to participate in the execution of the protocol; tampering with one's own 
input data; and temporarily aborting the protocol during the execution of the protocol. In the process of protocol 
execution, participants with malicious behaviors also carry out active attacks, so it is also known as the malicious 
participants are called active attackers. 

 
II. C. Blockchain data secure storage and sharing scheme 
After clarifying the theoretical framework of Secure Multi-Party Computing, it becomes crucial to combine it with 
blockchain technology in order to construct a practically usable privacy data storage and sharing scheme. In this 
section, based on the core features of privacy and correctness of SMPC, we design a collaborative on-chain and 
off-chain scheme that integrates threshold encryption and smart contracts, and achieves efficient interaction and 
secure and controllable private data through decentralized key management and IPFS storage optimization. 
 
II. C. 1) Program flow 
The detailed design process of this scheme is as follows: 

(1) System initialization, all nodes on the blockchain network generate the system global public key and master 
key, the master key is generated by the nodes on the blockchain network through a secret sharing scheme, and 
each node does not know the exact value of the master key. 

(2) DO and DR publish corresponding smart contracts into the blockchain network. 
(3) All nodes in the blockchain network invoke the key to generate the smart contract, and each node obtains its 

own public and private keys. 
(4) DO encrypts the plaintext data using the threshold Paillier cryptographic algorithm, obtains the ciphertext data, 

and stores the ciphertext data on IPFS. 
(5) DO obtains the hash address of the ciphertext data returned by IPFS. 
(6) DO uploads the ciphertext data hash address, file content description and other information to the blockchain 

network, and DR can obtain the data shared by DO through the blockchain network. 
(7) DR looks up the data it needs to obtain from the blockchain and obtains the ciphertext data hash address. 
(8) DR requests the ciphertext data stored in IPFS based on the hash address. 
(9) IPFS returns the queried ciphertext data to DR. 
(10) Each DR pre-decrypts part of the ciphertext data through its own private key, and jointly decrypts the 

ciphertext data with other 1t   DRs using the decryption computation smart contract through the federated chain 
channel to obtain the plaintext data. 

(11) The blockchain network returns the plaintext data to the DRs to complete the secure storage and sharing of 
data. 

 
II. C. 2) Programmatic summary 
This solution proposes a blockchain data secure storage and sharing scheme, which realizes the secure storage 
and sharing of data without a trusted third party. The user encrypts the data using a threshold Paillier cryptographic 
algorithm and uploads it to IPFS, and stores the hash address of the ciphertext data on the blockchain, which 
ensures the integrity of the data and solves the capacity limitation problem on the blockchain. In the decryption 
phase, a decryption scheme based on ( , )t n  threshold is designed, where at least t  users can decrypt the data, 
which effectively prevents the impact of single point of failure and malicious behaviors on the data decryption 
process, and the scheme contributes as follows: 

(1) A threshold decryption scheme based on ( , )t n  is proposed, where at least t  individuals out of n  individuals 
can decrypt the data, and the use of threshold decryption scheme can effectively protect against internal threats. 
Even if some participants are maliciously utilized or attacked, the attacker still needs to obtain a sufficient number 
of participants to recover the original information, which effectively ensures data security. In terms of key 
management, the key is divided into multiple parts, and the threshold value needs to be reached to obtain the 
complete key, which increases the security and complexity of key management. Threshold decryption technology 
can better protect the key, and the threshold decryption scheme has high flexibility and scalability. The size of the 
threshold value can be determined according to the specific needs and security requirements, and this flexibility 
makes the threshold decryption scheme adaptable to systems of different sizes and needs. 

(2) Design the storage scheme of “off-chain storage, on-chain forensics”, store the encrypted ciphertext data on 
IPFS, and store the hash address of the ciphertext data on the blockchain, which not only ensures the integrity of 
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the data, but also solves the problem of limitation of the data storage capacity on the blockchain. IPFS provides a 
decentralized and distributed approach to file storage, storing data on multiple nodes in a network rather than 
centrally on a single server. Increase the reliability and stability of the data, reducing the risk of a single point of 
failure, using content addressing to uniquely identify the data, the hash address of the data is the address of the 
data. When the data changes, the hash address changes. It helps to prevent file tampering and forgery, and 
improves the security and trustworthiness of the data. 

(3) The use of smart contracts instead of third-party key generation organizations eliminates the dependence on 
a single trusted third party. Traditional blockchain data storage and sharing schemes usually require a trusted third-
party organization to generate and manage keys, and if this organization suffers an attack or malfunctions, it will 
lead to a threat to the security of the entire system, and may even lead to data leakage or tampering. The generation, 
distribution and management of keys are automatically achieved through smart contracts without relying on a single 
trusted third-party institution, reducing the risk of single-point failure and centralization and enhancing the security 
and reliability of the system. 

III. Performance evaluation of on-chain-off-chain privacy data collaboration scheme 
based on multi-party secure computing 

In Chapter 2, this paper combines secure multi-party computing and blockchain technology to construct a 
decentralized privacy data on-chain-off-chain interaction model, and proposes a collaborative storage scheme that 
integrates threshold encryption, IPFS storage and smart contracts. In order to verify the feasibility and efficiency 
advantages of the scheme in practical deployment, this chapter systematically evaluates the performance of the 
scheme from the dimensions of computation cost, communication cost and computing time consumption through 
experimental comparative analysis, and explores the optimization paths of online stage performance and 
communication complexity by combining multi-scenario experimental data to provide theoretical support for practical 
applications. 
 
III. A. Comparative analysis of computational and communication costs 
To evaluate the computational and communication costs of a decentralized data secure storage and sharing scheme 
based on multiparty secure computing SMPC, the following experimental environment is used: Windows 10 64-bit 
operating system, processor: AMD Ryzen 5 4600H Radeon Graphics 3.00 GHz 16gb RAM, compilation environment: 
My Eclipse 2020.  

In order to better evaluate the superiority of the algorithm in this paper, the article introduces two processing 
methods, DSSA protocol and Paillier additive homomorphic encryption, for comparative experiments. 

 
III. A. 1) Effect of vector dimension on computational cost 
Fig. 6 demonstrates the effect of vector dimension on the computational cost of the DSSA protocol and Paillier 
additive homomorphic encryption, as well as the on-chain-off-chain collaborative approach that fuses threshold 
encryption with smart contracts in this paper. 

From Fig. 6, it can be seen that the increase of vector dimension has little effect on the computational cost of the 
SMPC-based method, and the computational cost is stable at around 0.35. This is because as the vector dimension 
increases, the key generation, secret sharing and key recovery phases of SMPC will not increase the computation, 
only the adding masking part will increase slightly, so the overall computational cost increase will not be too big. As 
the vector increases, the impact of the computational cost under the DSSA protocol is also not too big, in about 4.67 
increments, and its computational cost is more than 10 times more in comparison with SMPC. The vector dimension 
is linearly and positively correlated with the computational cost of Paillier additive homomorphic encryption, and as 
the vector dimension increases, the computational cost of Paillier increases linearly. Because the computational 
cost of Paillier is mainly reflected in the encryption and decryption of private vectors, it is obvious that the larger the 
private vector dimension is, the larger the computational effort for encryption and decryption is. When the vector 
dimension increases to 5000, the computational cost of Paillier is 48.27. 
III. A. 2) Impact of the number of clients on computational costs 

Fig. 7 demonstrates the effect of the number of clients on the computational cost of this paper's algorithm, the 
DSSA protocol, and Paillier additive homomorphic encryption. From Fig. 7, it can be seen that the number of clients 
is positively correlated with the computational cost of this paper's algorithm, and the more the number of clients, the 
greater the computational cost of the on-chain-off-chain collaborative scheme based on fusion threshold encryption 
and smart contracts. As the number of clients increases, the more the number of key exchanges the clients need 
to make in the algorithm, the number of secret shares generated by secret sharing increases, and the number of 
times AES encryption is performed increases, so the computational cost increases. When the number of clients is 
50, the computational cost of this paper's algorithm is 0.07, and when the number of clients increases to 500, the 
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computational cost increases to 1.39; the number of clients is also positively correlated with the computational cost 
of the DSSA protocol and Paillier additive homomorphic encryption, and the greater the number of clients, the 
greater the cost. As the number of clients increases, in Paillier additive homomorphic encryption security 
aggregation, the computational cost of client encryption and decryption does not increase, but the computational 
cost of server aggregation of encrypted vectors from clients increases, so the overall computational cost increases. 
The computational cost of both is 1.39 and 8.53 when the number of clients is 50 and increases to 3.12 and 10.42 
when the number of clients increases to 500. 

 

Figure 6: The influence of vector dimensions on computational costs 

 

Figure 7: The influence of the number of clients on the computing cost 

Based on the experimental results in Fig. 6 and Fig. 7, this paper draws the following conclusions: the 
computational cost of this paper's algorithm and DSSA is much lower than that of Paillier, and the computational 
cost of this paper's algorithm is less sensitive to the vector dimension than that of the DSSA protocol, and the 
computational cost of all three increases with the number of clients, but the computational cost of the secure 
multiparty computation SMPC theory based on the SMPC theory is much lower than that of the computational cost 
of Paillier additive homomorphic encryption and DSSA protocol. 

 
III. A. 3) Impact of vector dimensions on communication costs 
Fig. 8 demonstrates the effect of vector dimension on the communication cost of this paper's algorithm, the DSSA 
protocol, and the Paillier additive homomorphic encryption scheme. From Fig. 8, it can be seen that the vector 
dimension is positively correlated with the communication cost of all three methods, and the larger the vector 
dimension of the client, the higher the communication cost. With the increase of vector dimension, the dimension 
of masking vectors in this paper's method and DSSA protocol will increase, so the communication volume of both 
of them will increase, but the communication volume of their key exchange and secret sharing phases will not 
increase, so the communication volume of this paper's algorithm and DSSA protocol will not increase much. And 
the larger the vector dimension of the client, the larger the communication volume of Paillier additive homomorphic 
encryption. As the vector dimension increases, the size of the ciphertext encrypted by the Paillier additive 
homomorphic encryption scheme on the client's private vectors increases, and its communication volume increases 
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accordingly. When the vector dimension increases to 5000, the communication cost of this paper's algorithm, DSSA 
protocol and Paillier additive homomorphic encryption scheme are 68.81, 118.52 and 289.14 respectively. 

 

Figure 8: The influence of vector dimensions on communication costs 

III. B. Comparative analysis of operation time 
Section 3.1 reveals the significant advantages of this scheme in terms of computation and communication costs 
through experiments comparing vector dimension and number of clients. In order to further verify its operation 
efficiency under dynamic data scale, this section focuses on the impact of different modulus bit lengths and set 
bases on the computation time consumption, and quantitatively analyzes the time overhead characteristics of the 
scheme through experiments, which provides a basis for parameter configurations in practical scenarios. 
 
III. B. 1) Time overhead for different modulus bit lengths 
Since all three use homomorphic encryption algorithms to encrypt the data, the time taken by the three protocols to 
perform homomorphic encryption with different modulus bit lengths is first compared. In this experiment, the time 
taken by the three protocols to perform homomorphic encryption for each of the three protocols is shown in Fig. 9 
when the number of set elements is set to N=1000 and the modulus lengths are 128bit, 256bit, 512bit, and 1024bit, 
respectively. 

From Fig. 9, it can be seen that the time taken by the three protocols to perform homomorphic encryption 
increases as the modulus bit length keeps increasing. Among them, the time overhead of the protocols in this paper 
is low compared to that of the DSSA protocol and the Paillier additive homomorphic encryption scheme, and the 
trend of increase is the slowest. The time overhead of this experiment depends on the number of modulo power 
operations used in the scheme, this paper's protocol involves the least number of modulo power operations in the 
computation, so the increase in modulo bit length has the least impact on the OF-PSI protocol. It corresponds to 
278.56, 369.06, 414.31 and 504.81ms for modulus lengths 128 bit, 256 bit, 512 bit and 1024 bit respectively. 

 

Figure 9: Time cost to perform homomorphic encryption of different modulus length  

III. B. 2) Time overhead for different set bases 
This was followed by a further comparison of the time required for the execution of the three protocols at different 
numbers of set elements. In this experiment, the modulus bit length was fixed to 1024bit and the time taken for the 
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execution of the three protocols at the number of set elements 210, 211, 212, 213, 214, 215, 216, 217, 218, 219, and 220 is 
shown in Fig. 10. 

 

Figure 10: Time cost of different protocol with different set cardinality  

Comparative analysis of the run results in Fig. 10 shows that the execution time of the three protocols grows with 
the increase in the number of data set elements. Among them, the growth rate of the execution time overhead of 
this paper is much slower than the growth rate of the time taken for the execution of the DSSA protocol and the 
Paillier additive homomorphic encryption scheme. However, the time overhead is 9.31×105ms for a set base of 220, 
which is due to the fact that the hash algorithm is used in this paper's protocol to pre-categorize the set elements. 
Therefore, with the increasing number of data collection elements, the time overhead curve of this paper's protocol 
grows slowly, while the time overhead curve of the other two protocols grows significantly. 

 
III. C. Online phase performance optimization and multi-scenario communication complexity analysis 
The comparative analysis of computing time consumption shows that this scheme still maintains high time efficiency 
under dynamic data scale. However, the performance bottleneck and communication resource constraints in the 
online interaction phase need to be dealt with in practical applications. To this end, this section combines the batch 
processing strategy and the hybrid communication model to explore the online phase performance optimization and 
the multi-scenario communication complexity balancing scheme, and ultimately achieves the synergistic 
enhancement of privacy protection and system efficiency. 
 
III. C. 1) Online phase performance 
In order to better test the data privacy protection technique based on secure multi-party computation designed in 
this paper, its online phase performance is tested and studied separately in the following. 

The protocol execution elapsed time and communication volume under the secure multiparty computation model 
is shown in Fig. 11. Under the ideal and adversary models, the time required for the privacy sequence conversion 
protocol to perform a sequence-to-sequence conversion task is as follows: for a batch size of 1, the total system 
time consumed is 112 ms, and the amount of communication is 2.50 KB; with the increase of batch size, the required 
time consumed and the amount of communication have a corresponding increase in a more or less linear 
relationship, and for a batch size of 256, the total system time consumed is 11.47 ms, and the amount of 
communication is 263.01 KB. The total system time for a batch size of 256 is 11.47 ms and the communication 
volume is 263.01 KB. 
III. C. 2) Communication complexity statistics 
This section provides statistics on the communication complexity of the online phase of SMPC and the obtained 
results are shown in Fig. 12. The figure only shows the total communication volume that needs to be transported 
by all the communicating entities within each time step, e.g., when batch-size=1, the fast communication scenario 
needs to perform a total of 488 rounds of communication, which together transports a total of 15.16 GiB of data 
volume; whereas the long-distance communication scenario needs to perform 167 rounds of communication, which 
together transports a total of 24.28 GiB of data volume; and when batch-size=256, the fast communication scenario 
and long-distance communication scenario transport 4342.36 and 6953.36 GiB of data volume, respectively. The 
reason for the difference is mainly due to the obfuscation circuits with constant rounds used in the long-distance 
communication scenario to avoid the performance bottleneck caused by frequent communication. The protocol 
achieves computation/communication balance by using a hybrid model, i.e., designing a secure computing protocol 
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with small computation but frequent communication in the scenario of fast communication but limited computing 
power, and designing a secure computing protocol with large computation but constant communication in the 
scenario of long-distance communication but strong computing power, so as to finally achieve efficient data privacy 
protection for the whole neural network training. 

 

Figure 11: Protocol execution time and traffic under SMPC 

 

Figure 12: The communication cost of SMPC 

IV. Conclusion 
In this study, we design a decentralized privacy data on-chain and off-chain collaborative interaction scheme by 
deeply integrating secure multi-party computing SMPC with blockchain technology. This scheme outperforms 
traditional methods in terms of computational cost, communication efficiency and time overhead, especially under 
dynamic data scale (e.g., when the vector dimension is increased to 5000), the computational cost is stabilized at 
0.35, and the communication cost is only 23.8% of the Paillier's scheme, which significantly improves the feasibility 
of large-scale data interaction. 
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