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Abstract Prison management faces the problem of monitoring the behavior of incarcerated people, and the
traditional monitoring methods have defects such as poor real-time performance and low confidentiality. This study
proposes a behavioral monitoring method for prison inmates based on convolutional neural network image
encryption technology. This method extracts the original features of the image, uses a filter for filter diffusion
processing, combines convolutional neural network and compression perception theory to generate image hybrid
phase mask, and finally realizes image encryption protection by replacing the image hybrid phase mask. The
experiment adopts the self-constructed prison behavior dataset of inmates, which contains a total of 710 video
samples of abnormal behaviors such as fighting, attacking the police, falling down and other daily behaviors. The
results show that the proposed model has an accuracy of 94.14% in the assessment of the risk of assault, which is
higher than 91.10% and 91.16% for the risk of suicide and the risk of negative rehabilitation. When the number of
graph convolution layers is 2, the model performance is optimal with AUC value, accuracy, recall and F1 value of
96.26%, 92.17%, 88.25% and 85.72%, respectively. The analysis by manual intervention shows that the abnormal
behaviors of prison inmates with appropriate intervention are significantly alleviated, while the non-interventionists
still maintain the high sensitivity score status. The results of image encryption processing show that the pixel
values of the ciphertext image are close to uniform distribution in the 0-255 interval, which effectively hides the
statistical features of the plaintext image and ensures the security of the monitoring data. This study provides
technical support for intelligent management and risk prevention and control in prisons, and has practical value for
improving the modernized management level of prisons.

Index Terms convolutional neural network, image encryption, behavioral monitoring, prison management, risk
assessment

|. Introduction
Prison is a penal enforcement unit in China, mainly responsible for the punishment, reform and custody of
sentenced persons, and the efficient fulfilment of these missions is crucial for the long-term stability of the country
and society [1]. Accompanied by reform and opening up, the state attaches more and more importance to the
construction of the rule of law, and the security system of prisons has gradually developed from the traditional
physical defense to modern intelligent management [2]. The need to apply artificial intelligence and other
technologies to the prison video monitoring system to make it more efficient to complete the supervision of the
inmates and minimize the investment of financial and human resources has become more and more urgent [3]-[5].

Prisoners in prison life has a strict regularity of life, and their daily activities and behaviors roughly form a fixed
pattern [6]. If some inmates show abnormal behavior in a period of time, such as staying for a long time in some
previously unseen locations, gathering and communicating abnormally in a certain area, and deliberately
contacting with new people, these abnormal behaviors in the activity pattern are not easy to be detected by the
prison guards [7]-[10]. By introducing a monitoring system supported by intelligent algorithms, it can intuitively
output a series of information about the activity patterns of the inmates and reminders of abnormal information,
which greatly reduces the workload of the prison guards [11], [12]. For this reason, the research on deep
learning-based monitoring system is carried out, which enables the model to successfully and automatically detect
and identify specific abnormal behaviors in prisons by characterizing the specific behaviors of the targets in a
specific place and combining them with the learning of higher-dimensional features [13]-[16].

In recent years, behavioral monitoring of prison inmates has become an important topic in the field of public
safety. In the prison environment, abnormal behaviors of inmates such as fighting, assaulting police, and suicide
not only threaten the internal order of the prison, but also may lead to serious personal safety problems. Traditional
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monitoring methods mainly rely on manual patrol and fixed camera monitoring, which has problems such as large
monitoring blind spot, poor real-time, low efficiency of monitoring data processing, and insufficient security.
Especially in the process of data transmission and storage, the surveillance video may be illegally accessed or
tampered with, leading to the leakage of important information. Therefore, it is of great significance to develop an
efficient and secure behavioral monitoring system for prison inmates. Convolutional neural network (CNN), as an
important technology in the field of deep learning, performs well in image recognition and video analysis, and is
able to effectively extract image features and identify the behavior of people in complex scenes. Meanwhile, image
encryption technology can ensure the security of surveillance data during transmission and storage by encrypting
video image data. Combining convolutional neural network and image encryption technology to build a safe and
efficient behavioral monitoring system for prison inmates has become a current research hotspot. Existing
researches mostly focus on single technology applications, such as only using neural networks for behavior
recognition, or only using conventional encryption methods to protect image data, lacking comprehensive solutions.
In addition, most of the studies use public datasets for experiments, which have complex backgrounds and differ
greatly from the actual prison scenes, making it difficult to accurately reflect the behavioral characteristics in real
prison environments. Behavioral monitoring of prison inmates not only needs to achieve behavioral recognition, but
also needs to predict potential risks and ensure data security, which puts higher requirements on the technology.

In this study, we propose a behavioral monitoring method for prison inmates that combines convolutional neural
network and image encryption technology. First, a multi-layer convolutional neural network structure is designed to
extract image features and perform behavior recognition; second, an image encryption scheme is designed based
on the theory of compressed perception, including four steps of extracting the original features of the image,
filtering and diffusion processing, generating a mixed-phase mask, and replacing the mixed-phase mask, to
achieve encrypted protection of the monitoring image; lastly, a behavioral risk assessment model of incarcerated
people is established, and a self-constructed prison behavioral dataset for experimental verification. This research
realizes the intelligent identification, security encryption and risk warning of the behavior of incarcerated people
through technology integration, provides technical support for prison management, and is of great value for
improving the level of prison management and preventing security risks.

ll. Image encryption based on convolutional neural networks

Il. A. Neural Networks

II. A.1) Forward propagation

Figure 1\ shows the neuron structure, forward propagation is the process of utilizing a neural network so that the
input data x is processed by weights w, offsets 5 and activation function f and thus the output result is
obtained [17]. The basic unit of a neural network is the neuron model.

G Omd

Figure 1: Neuron structure

A fully connected network of multiple neurons is shown in Figure 2.
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Figure 2: Three-layer fully connected network structure

The output value of each node in the output layer of the graph is calculated as follows:
OZVVU.(Wh'X-th)J'_bn:VKJVI/IIX+W7b/z+bn (1)

where x is the input, ¢ is the output of the output layer, and w,,»,,w, and p are the weights and bias
parameters of the hidden and output layers, respectively.

II. A.2) Activation function
Introducing an activation function in a fully connected network can change the linear structure of the network,
allowing it to solve more complex problems. Common activation functions include Sigmoid function and Tanh
function in saturated activation function and ReLU function and Leaky ReLU function in unsaturated function. In
this section, the Sigmoid function and ReLU function are introduced.

(1) Sigmoid function

The structure of the Sigmoid function is relatively simple, and its calculation formula is as follows:

Sigmoid(x) = — ()

l+e

As can be learned from Eq. Soft saturation causes the input to this function to converge to infinity when the
derivative there tends to zero, resulting in a vanishing gradient that further hinders the backpropagation process.

(2) ReLU function

The calculation of the ReL U activation function is relatively simple, and its formula is as follows [18]:

ReLU(x) = max(0, x) )

II. A.3) Reverse propagation
The process of using the gradient descent optimization algorithm to update the weight parameters in the regulation
model and adjust the error of the objective function to the desired range after several iterations of comparison to
train the target network is the back propagation algorithm. The specific process of the algorithm is as follows:

(1) Input raw data in the input layer of the neural network

(2) Set the initial network parameters to random values close to 0 and set the learning rate ¢ to an appropriate
value

(3) Let the input data be ;, and the output data be

(4) Let s be the difference between the desired data ,/ and the actual data ;#, and calculate its specific
value by the following two equations:

5" =(t"—o0))"(1-0") (4)
" =h1-0)Y w's" ()
(5) The weight parameters are updated by the following four equations:
We, (r+1) = wy, () + Aw, (r) (6)
wHE+D) =w" @)+ A () (7)

b (r+1) = b’ (r)+ Ab () (8)

7419



[

Research on the Application of Convolutional Neural Network Based Image Encryption Technology in Behavioral Monitoring of Prisoners Serving Sentences

d(r+1)=d'(r)+Ad' (r) 9)

(6) Retain the adjusted parameters.

Il. B. Two-dimensional convolutional neural networks
II. B.1) Basic principles
In this subsection, several network layers of 2D convolutional neural networks are briefly described.
(1) Input layer
Depending on the different types of input data (e.g., 2D image or RGB image), the image data is input with
different number of channels.
(2) Convolutional Layer
Convolutional layer is usually used to extract features and its calculation formula is as follows:

H, =f(H_ ®W, +b) (10)

where H, is the feature map of the ;thlayer, W is the weight vector of the ;th layer, p is the offset vector of
the ;thlayer,and £() is the activation function.

(3) Pooling layer

The pooling layer performs dimensionality reduction operations on the features extracted from the convolutional
layer usually including the maximum pooling operation and the average pooling operation, the two pooling
operations use the maximum value and the average value as the output, respectively.

(4) Fully connected layer

By linking multiple neuron structures, the fully connected layer integrates all previous features and then outputs
the final complex features. Its calculation formula is as follows:

f(x, *o+b)=x,, (1)

In the above equation, x,  represents the input of the fully connected layer, x  represents the output of the
fully connected layer, » represents the weight, ; represents the bias, and f(.) represents the activation

function.

(5) Output layer

The last layer of the convolutional neural network is usually used to output the final classification decision, called
the output layer. Taking softmax as an example, the operation process is as follows:

e&’x

K
>

j-1

P(C;=j|x)= (12)

In the above process, P(C, = j|x) represents the probability thatthe xthimageisthe ; th classification, g,

K -
represents the network covariates, and Ze‘” represents the normalization operation.
Jj-1

II. B.2) Classical 2D Convolutional Neural Networks

Compared with other convolutional neural network structures, GooglLeNet's network structure is very complex,
using multiple parallel convolutional and pooling layers, as well as multiple convolutional kernels of different sizes
[19]. However, at the same time, GooglLeNet is also optimized in terms of computational and storage resources,
which makes the network more efficient and practical. Moreover, GoogLeNet is the first deep convolutional neural
network proposed and using Inception module. In GooglLeNet network, multiple Inception modules exist in parallel,
and each Inception module extracts features from different scales through different convolutional operations, and
finally splices them in the channel dimension. This operation can keep the number of computations and
parameters small, avoid overfitting and improve the generalization ability of the model.

Il. C. Three-dimensional convolutional neural networks

II. C.1) Fundamentals

The output of 3D convolution is still a 3D feature map, and the convolution operation does not reduce the
dimensionality of the feature map, the formula for 3D convolution is as follows:
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B1Q-1R -1

V! = tanh(b, + Z Z Z Z mfzyv((fj)p,z(f"+q)(m)) (13)

m p=0¢=0 r=0
where ), denotes the bias and " denotes the value of the convolutional kernel adjacent to the m th feature

map in the previous layer at point (p,q,r).
The pooling kernel of a 3D convolutional neural network is also 3D and is formulated as follows:

Yt = MAX g5 o< <5, 0<k<s, ('xmxx+i,n><t+j.l><r+k ) (14)

where s,z,r represents the pooling step, and m,n , 1 represents the coordinates.

Il. C.2) Classical 3D Convolutional Neural Networks
S3D is a separable 3D convolutional network that reduces the number of parameters and computational
complexity of the model by replacing some of the 3D convolutional layers and 3D Inception modules in the 13D
network with separable convolutions.

By decomposing a 3D convolution into an ID convolution and a 2D convolution, the S3D network, based on the
13D network, retains the advantage of the 13D network in efficiently extracting temporal features while improving the
efficiency of the network training, resulting in a good balance of model rate and accuracy.

Il. D. Image encryption design applying 3D convolutional neural network

This time, combining CNN features and compression perception theory, by combining image encryption and
compression process, first carry out the original feature extraction of the image, filter diffusion processing of the
image using filters, and then combine the convolutional neural network and compression perception theory to
generate the image hybrid phase mask, and finally realize the encryption protection of the image by replacing the
image hybrid phase mask, the specific design is as follows [20].

Il. D. 1) Extracting raw image features
Extracting the original features of an image is one of the key steps to realize image encryption.

In order to reduce the complexity of extraction when extracting the original features of the image, this time, the
unit embedding distance of the data is calculated directly based on the existing data, and the similarity between
these features is measured using this parameter to obtain the original features of the image. The unit embedding
distance calculation formula can be expressed as:

L:%xZ(i:1—N)[d(i,i+1)+d(i+1,i+2)] (15)

where py denotes the total number of pixels, 4(i,i+1) denotes the distance between the ;th pixel point and the
i+1th pixel point, and 4(i+1,i+2) denotes the distance between the ;. th pixel point and the ;2 th pixel point.

This formula calculates the average distance between each pixel point and its neighboring pixel points as a
criterion for the cell embedding distance. Assuming the Gaussian function as G(x,y) and the image as |, the

operation is performed to obtain the scale space, which is represented as:

Ger.0) g (16)

Ll(-xayao-): I

where (x,y,0) denotes the operation position, ; denotes the standard deviation, and L (x,y,o) denotes the

scale. Based on the above, the directions are assigned, and for each point, the gradient direction of its surrounding
pixels is used to assign a principal direction, which ensures rotational invariance of the descriptor. The orientation
histogram is computed as:

H(x,y.0)= > m(0-6)® L (x.y.0) (17)

i=1

where ¢ denotes the direction of the key point, ¢ denotes the gradient direction of the pixels in its neighborhood,

and Z’” denotes some kind of metric function. Using the above, the original features of the image are extracted
i=l1
with the formula:
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Q=H(x,y,0)cos p (18)

where p denotes the gradient statistical information of each cell. Through the above steps, the original features
of the image are extracted.

IIl. D. 2) Image Filter Diffusion Processing

After the original features of the image are extracted, the image is filtered and diffused using a filter. The filter is a
two-dimensional matrix whose center element is aligned with the currently processed pixel while the remaining
elements correspond to the associated pixels. The output of the filter is obtained by multiplying and summing its
center element with the corresponding pixel. Assuming that a second-order filter of size ,«j is used in this case,
the filtering function for the image is represented as follows:

a-1 h-1

fo =ZZg(i,j)xf(1+i,1+j) (19)

i Jj=1

where g(i, j) denotes the filter transfer function and f(1+i,1+ j) denotes the corresponding pixel in the image.
The formula multiplies each element of the filter by the corresponding pixel in the image and adds the results
together to obtain the filtered pixel values. According to the filtering process, image filter diffusion can be performed
to achieve smoothing of the image, edge detection, noise suppression, etc.

According to the diffusion schematic, when filter diffusion is performed on a pixel point, the matrix of neighboring
pixels corresponding to the pixel pointis 7 and its expression is:

P(-11-11L)
B =L4,k)
Pz(lall _1’13)

B(L4,5)

(20)

where P,(/,1,l,) is denoted as a pixel point. The image is filtered and diffused according to the matrix of
neighboring pixels corresponding to the pixel point with the expression:

2 2
P(L1,L)=.>.T®F)mod256 (21)
i=1 j=1
where mod256 denotes the modal value and g denotes the edge function, also known as the edge stopping
function. In summary, the image filter diffusion processing is completed.

Il. D. 3) Generating an Image Mixing Phase Mask

After completing the image filter diffusion process, the image hybrid phase mask is generated based on the
convolutional neural network compression perception and its output sequence is used for the compression
perception of the image. In this process, the mapping equation can be expressed as:

X =uX,(1-X) (22)

where pu is denoted as the variable of the image and |_ yx is denoted as the output value. By updating the
result with # and |- x, the phase mask CPM of the image is generated, which is expressed as:

R=exp(b2rX) (23)

where }, is denoted as the number of times. According to the phase mask CPM of the image to solve the problem
of CPM within the image encryption structure of the optical axis correction occurs, the SPM function formula of the
image can be expressed as:

2

M(r,ﬂ):exp(dﬂR—’; ) (24)

where ; denotes the phase mask order, s denotes the phase mask focal length, and 7 denotes the light wave
wavelength of the image. The polar coordinates of the image SPM in Cartesian space are described by (7, 5), and
the operational formula for (r, g) is:
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r=x"+y’

1 (25)
p=tan” (~y)
X

where x denotes the horizontal coordinate data and » denotes the vertical coordinate data. Equation (Q4) is
combined with equation (25) to obtain the hybrid phase mask of the image, which is given by:

W =exp(b2zX)+(df —”—FZ)M(r, ) (26)
ns

To summarize, image hybrid phase mask is generated based on convolutional neural network compression
perception algorithm.

Il. D. 4) Substitution of image mixing phase masks

After the generation of image hybrid phase mask based on convolutional neural network compression perception, it
is necessary to make a finite-order element transformation of the image hybrid phase mask to disrupt the position
of the pixels in the image, so as to confuse them, so that the original image can not be recognized, and to realize
the encryption of the image. The initial image pjsx N hybrid phase mask matrix, whose size is 37 x y, can be
shown as follows:

wW,,. W,
WM><N = WNaWNH:"': WN(M*I)H (27)

WN(M—I)H > WN(M—1)+2 eees WNM

where jy is denoted as the hybrid phase mask. According to the hybrid phase mask matrix, setting j as the
number of processors, the hybrid phase mask vector can be expressed in the following form:

D, ={D1,D2,...,DMN}

k

D, = {DWH,DMH,...,D(M)MN} (28)

k k k

Dk = |:D(kI)MNH’DZ(/{I)MNH""’DMN :|

k k .
where } denotes the number of processors and p denotes the hybrid phase mask vector. Based on the above
results, the number of iterations is set to 200, and the resulting data can be expressed as:

z=mod(g,)— floor(g,)x10* (29)

where (g,) is denoted as the number of groups. Based on the above, a substitution of the image mixing phase
mask can be performed to convert it to the form of a row vector. Specifically, the substitution can be performed
using the following equation:

WMXN

=— MN 7 (30)
D, +D, +D,

In this way, the arrangement position of the image pixels can be disturbed, and the row vector g after
substitution can be used as the encrypted image data to realize the encryption of the image.

lll. Prison Behavior Recognition of Prisoners Based on CNN and Image Encryption
Technology

Ill. A. Performance Analysis of Prisoner Behavior Recognition Model for Prison Inmates

lll. A. 1) Evaluation indicators

The dataset used in this section is obtained after the construction of a convolutional neural network model and

contains {number of users: 8963, number of items: 280, number of data interactions: 223421, number of entities:

9183, number of relationships: 264855, number of triples: 487963}, labeled features include suicide risk, risk of
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homicide, risk of negative transformation, and there are 5 types of labels for each feature, namely No Risk, Mild
Risk, Moderate Risk, High Risk, Extremely High Risk, and each labeled feature is mapped to 5 corresponding item
entities in the knowledge graph, benchmarking the click-through rate prediction task in the recommender system.
The ratio of risk to no risk in the assault data and suicide data is about 3:5, the label of the former is the risk level
assessed by the supervisors based on the number of real assaults in the history of the offender in the prison
punishment information table, the label of the latter and the label of the passive rehabilitation is the risk level
assessed by the supervisors based on the offender's historical performance combined with their own work
experience, and the ratio of risk to no risk in the passive rehabilitation data is about 1:10.

In this experiment, 4yc, accuracy, recall, and g1 are used as evaluation metrics. With 7p as the true case,

Fp as the false positive case, g as the false negative case, and 7 as the true negative case, the formula of
accuracy rate is shown in (31):

Accuracy = [P+ TN (31)
TP+TN+ FP+FN
The formula for recall is shown in (32):
Recall = _Ir (32)
TP+ FN
The formula for g1 is shown in (@):
2xTP+ FN + FP

lll. A. 2) Performance analysis

Taking the accuracy rate as the evaluation index, the prediction effect of the three abnormal behaviors is verified
separately, and the experimental comparison results of the proposed model with other algorithms are shown in Fig.
3.

The accuracy rate of the abnormal risk assessment for each model for performing murder is better than the
suicide and negative transformation assessment accuracy rate. Taking the method of this paper as an example,
the percentage of accuracy rate of the risk assessment of performing murder is 94.1358%, which is higher than
91.0988% and 91.1554% of suicide and negative rehabilitation. The analysis shows that the proportion of no risk in
the assault risk data is larger, and because the label of assault risk is assessed by the supervisors based on the
recent history of real assault performance, the label of the state information of the sentenced person is more
accurate: while there are more risk labels in the data distribution of the suicide risk and the negative rehabilitation
risk and the labels are assessed by the supervisors based on the human experience, and they are highly

subjective. In each case, the method of this paper is better than other models, which proves the superiority of the
method.

[ Risk of transformation Suicide risk Risk of Assault
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Figure 3: Abnormal risk assessment of different model prediction performance
In order to verify the effect of the number of graph convolutional network layers on the experimental performance,

the overall prediction results of the three abnormal behaviors were designed to be tested by the model when the
graph convolutional layer L was 1,2,3,4, respectively, and the experimental comparison results are shown in Fig. 4.
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When the number of graph convolution layers is 2, the model reaches the optimal performance, at this time, the
AUC, accuracy, recall, and F1 value are 96.2645%, 92.1685%, 88.2498%, and 85.7174%, respectively, and with
the deepening of the network structure, the model will be overfitting phenomenon, and the experimental effect
decreases. According to the above experiments, the effectiveness and superiority of the method proposed in this
paper are fully proved in the task of abnormal risk assessment of specific populations.

(%) Koemode uonen|eAd

Recall rate
Accuracy rate

AUC Performance indicator

Figure 4: The predictive energy of the abnormal risk assessment of different volumes

Ill. B. Prison Behavior Dataset for Prisoners

Currently, most of the publicly available datasets are intercepted fragments from some websites with complex
and useless backgrounds, which greatly increases the cost of behavior recognition. In order to verify the
effectiveness of the proposed model in real-life scenarios, a dataset of daily and abnormal behaviors of prison
inmates is collected.

In order to verify that the convolutional neural network can be applied in real life scenarios, in this subsection, we
simulate the corridor scene of the inmates in prison and use the video surveillance angle to collect a small video
dataset, the location of the collection is a straight corridor, in the corridor there are two different angles of the
surveillance camera, the captured person in the monitoring camera's visual range of the corresponding behavior.

The prison behavior dataset of the inmates mainly includes three kinds of abnormal behaviors: fighting, attacking
the police, and falling down, and two kinds of daily behaviors: carrying and handing things. The total duration of the
dataset is about 2 hours, with 710 video samples, and the average duration of the samples is about 10 seconds.
The information related to the amount of data for each action in the prison behavior dataset of prison inmates is

shown in Table |1, and the prison inmates' daily behaviors account for the largest proportion of moving things, with
200 pieces of data, accounting for 28.169%.

Table 1: The prison data set each action sample volume related information

Serial number Behavior type Data volume Quantity ratio
1 Fight 156 21.9718%
2 Attack 140 19.7183%
3 Fall 138 19.4366%
4 Carry 200 28.1690%
5 Pass 76 10.7042%
Total - 710 100.0000%
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IV. Research on behavioral monitoring of prison inmates

IV. A. Behavioral Monitoring Analysis Results

IV. A. 1) Abnormal Behavior Scores of Sentenced Persons Based on Time Distribution

The sensitivity scores of prison inmates are arranged in a time series in order to conduct a study on the changes in
the psychological state of prison inmates. Among many research subjects, this paper selects two serving prisoners
with certain representativeness as examples.Figure 5\ shows the abnormal behavior scores of serving prisoners
based on the time distribution, Figure (a) is No. 735, and Figure (b) is No. 1058.No. 735 shows a relatively calm
performance in early June, but there is a clear peak of abnormal behavior at the end of the month (24th), with an
abnormality score of 306,745 points.1058 No. 1058's sensitivity score in June showed a clear high-risk trend, and
on June 24th it was 675,085, close to 700,000, which is a typical change in behavioral status that is gradually
deepened by the influence of factors in the sensitive area, and it can basically be judged that his correctional
situation has deteriorated, and he needs to be intervened in a timely manner by supervisory and counseling staff.
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Figure 5: A time distribution of a prison man's abnormal behavior score

IV. A. 2) Effectiveness of manual intervention on abnormal behavior

the scores of No. 2682, 2593 and 2515 are higher, and the mean values of the 8-week data are 2137832, 469457
and 232430, respectively, and the scores of No. 1836 and 1375 are lower. After the managers analyzed the
abnormal behavior scores in May 2023, they intervened to stop and criticize and educate the higher scores of No.
2682 and No. 2515, so the abnormal behavior conditions of the two inmates were significantly alleviated in June,
and basically restored to the normal activity status with lower scores. On the other hand, No. 2593, who was not
intervened, still had a higher wave of sensitive scores in June, and was in the same state as the sensitivity level in
May.
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Figure 6: Comparison of artificial intervention abnormal behavior scores

IV. B. Image encryption results

Image histograms can be used to represent the statistical characteristics of image data. In the image histogram,
the horizontal coordinate is the pixel value and the vertical coordinate is the number of times a pixel value appears
in the whole image. Fig. |7 shows the image processing histogram based on convolutional neural network image
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encryption technique, Figs. (a)-(c) show the histograms of plaintext image, ciphertext image and decrypted image
respectively. The pixel values of the encrypted image in Fig. (b) are nearly uniformly distributed over the interval
[0,255], and the number of occurrences of the pixel values ranges from 1000 to 1050 times, which can hide the
statistical features of the plaintext image well. As can be seen from Fig. (c), the decrypted image completely retains
the information of the plaintext image. Therefore, the algorithm can effectively encrypt the behavioral images of
prison service personnel.
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Figure 7: Histograms of plaintext images and ciphertext images

V. Conclusion

Convolutional neural network image encryption technology shows superior performance in monitoring the behavior
of prison inmates. The results of the model evaluation show that the accuracy of the identification of homicide risk
reaches 94.14%, which is significantly higher than the identification of suicide risk 91.10% and the identification of
negative rehabilitation risk 91.16%. This result reflects that the model is more effective in recognizing risk types
with clear historical performance indicators. The overall performance of the model is optimal when the number of
graph convolution layers is 2, achieving an AUC value of 96.26%, an accuracy rate of 92.17%, a recall rate of
88.25%, and an F1 value of 85.72%. More than 2 layers leads to overfitting phenomenon and a decreasing trend in
performance.

The time series analysis reveals that the abnormal behavior of the prison inmates shows obvious volatility. For
example, No. 1058 sentenced personnel's abnormal score was as high as 675085 points on June 24, showing a
trend of deepening influence by sensitive regional factors. The analysis of the effect of manual intervention shows
that the intervention of stopping and criticizing the education of inmates No. 2682 and No. 2515 has significantly
alleviated their abnormal behavioral conditions and restored them to the normal activity state in the following month;
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in contrast, No. 2593, which has not been intervened, still maintains a high sensitivity score state in the following
month.

For image encryption processing, the pixel values of the encrypted image are nearly uniformly distributed in the
0-255 interval, and the number of occurrences of the pixel values is kept between 1000-1050 times, which
effectively hides the statistical features of the plaintext image, while the decrypted image completely retains the
original information. This technology provides data security for the behavioral monitoring of prison inmates, and
combined with the behavioral recognition capability of convolutional neural network, it constitutes a complete
intelligent management solution for prisons, which has practical application value for promoting the modernized
management of prisons.
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