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Abstract Wireless sensor networks for industrial control systems are widely used because of their advantages such
as low cost and easy deployment, but their open characteristics expose the network communication to serious
security threats. This study proposes a communication security mechanism for industrial control system wireless
sensor networks based on chaotic mapping and state secret algorithm. Methodologically, firstly, the secure
communication packet format specification is designed based on ZigBee application layer, and SM4 encryption and
SM3 hash algorithm are implemented; secondly, the adaptive encryption method based on chaotic mapping is
constructed, and the protection of sensitive data is realized by ciphertext layered addition. The results show that
this scheme takes only 0.347 seconds in encrypting 6000 bytes of data, which is 0.5848 seconds and 0.2339
seconds faster than the SkipJack algorithm and RC5 algorithm, respectively; in terms of secure connectivity, this
scheme enables the nodes in any communication range to establish the session key through the asymmetric key
distribution mechanism, which is significantly better than the E-G scheme; in terms of storage consumption, the
650-node In terms of storage consumption, with 650 nodes, the storage space required by this scheme is much
lower than that of the E-G scheme, and the advantage is more obvious with the increase of network size; in terms
of anti-node capture, this scheme detects and updates the network key in time through the backup cluster head,
which effectively improves the security of the whole network. Based on the experimental analysis, it can be
concluded that the proposed security mechanism shows better performance in terms of encryption efficiency, space
consumption and communication security, and is suitable for resource-constrained industrial control system wireless
sensor network environment.

Index Terms Industrial control system, Wireless sensor network, Communication security, Chaotic mapping,
Adaptive encryption, Key management

. Introduction

With the rapid development of industrial Internet, industrial control system has become an important part of industrial
automation, and the communication security of wireless sensor network for industrial control system has been a
topic of great concern [1]-[3]. Wireless sensor network is a network system composed of a large number of low-
cost, low-power wireless sensor nodes, which has a wide range of application prospects and can be used in the
fields of environmental monitoring, intelligent agriculture, intelligent transportation and so on [4]-[6]. In industrial
control systems, the security of wireless sensor networks is crucial, and once suffered from network attacks, it may
lead to serious consequences such as production stagnation, equipment damage, environmental pollution and even
casualties [7]-[9]. However, due to the special characteristics of wireless sensor networks, its security problem has
become an important factor restricting its development [10]. Therefore, it is crucial to study the communication
security mechanism of wireless sensor networks for industrial control systems based on encryption algorithms.

In the field of information security, encryption algorithms are widely used to protect the confidentiality, integrity
and reliability of data. Several common encryption algorithms include symmetric encryption algorithms, asymmetric
encryption algorithms and hash algorithms [11]-[13]. And in industrial control system wireless sensor network
communication, data encryption and privacy protection are key security mechanisms [14], [15]. On the one hand,
data encryption can prevent eavesdroppers from decrypting industrial data packets and ensure the confidentiality
of data [16]. On the other hand, privacy protection mechanism can protect industrial private information and prevent
sensitive information from being maliciously stolen or misused [17], [18].

Industrial control systems, as the nerve center of modern industrial infrastructure, have increasing requirements
for their security. Wireless sensor networks have been widely used in the field of industrial control due to their
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advantages such as flexible deployment and low cost. However, the open nature of wireless sensor networks makes
their communication process highly vulnerable to security attacks such as eavesdropping, data tampering and
replay. Node resource limitations, distributed networking characteristics, and open wireless communication
environments further increase the security risks of wireless sensor networks for industrial control systems.
Traditional encryption algorithms usually require high computational and storage resources and are difficult to be
directly applied to energy-limited sensing network environments. Meanwhile, due to the real-time requirements of
industrial control systems, the encryption and decryption processes need to be completed efficiently to avoid
affecting the normal operation of the system. In addition, the data in the industrial control system has different
sensitivity levels, and a uniform encryption method for all data wastes resources and fails to meet the differentiated
security requirements. Therefore, the design of lightweight, efficient and secure communication mechanisms for the
characteristics of wireless sensor networks in industrial control systems has become the focus of current research.
As a self-developed encryption standard in China, the state secret algorithm is characterized by high security and
open and transparent algorithm, which provides a new security solution idea for industrial control system wireless
sensor network. And the chaotic system provides a good key generation mechanism for the encryption algorithm
due to its initial value sensitivity and unpredictability.

In this study, a communication security mechanism for industrial control system wireless sensor network based
on state-cryptographic algorithm and chaotic mapping is proposed to address the above problems. Firstly, the SM4
encryption algorithm and SM3 hash algorithm are implemented based on the ZigBee platform to provide a basic
guarantee for the confidentiality and integrity of the data; secondly, an adaptive encryption method based on chaotic
mapping is designed to dynamically adjust the encryption strategy according to the sensitivity of the data; and lastly,
a key management mechanism is constructed to solve the key distribution and updating problem in the wireless
sensor network. Through a combination of theoretical analysis and experimental verification, the security, efficiency
and feasibility of the proposed mechanism are evaluated to provide an effective solution for secure communication
in wireless sensor networks for industrial control systems.

Il. Adaptive cryptography for network communication security based on chaotic
mapping

Il. A.Design and realization of secure communication schemes for wireless sensor networks

Il. A.1) Programmatic overview

This secure communication scheme is based on the Zig Bee application layer to design the secure communication

packet format specification, and the state secret encryption algorithm SM4 and state secret hash algorithm SM3

are implemented in the Zig Bee platform, and the Zig Bee-based wireless sensor network data encrypted

transmission scheme is re-designed. The data to be securely transmitted is first encrypted and hashed according

to this scheme and then sent, and the data receiver unpacks the received data according to the predefined data

format so as to obtain the data securely.

IIl. A.2) SM4 vs. SM3 algorithm

The state secret SM4 algorithm used for data encryption in this scheme is a symmetric encryption algorithm, i.e.,
the encryption key and the decryption key are the same.The data encryption algorithm protects the confidentiality
of the data and avoids unauthorized users from accessing the confidential data.The SM4 algorithm has a plaintext
grouping length of 128 bits and a fixed key length of 128 bits at the same time. The encryption algorithm part
consists of 32 iterations and 1 reverse order transformation. The decryption part of the transformation has the same
structure as the encryption part and the wheel keys are used in reverse order.

The state secret SM3 hash algorithm based on ZigBee platform in this scheme can be used for signing and
verifying the message, which effectively protects the integrity of the data. SM3 hash algorithm outputs a hash value
with a fixed length of 256 bits after padding and iterative compression processing for the message M of length
L(0< L <2%) . The hash function possesses unidirectionality, i.e., it is computationally infeasible to find a message
m that satisfies h(m)=y fora given hash value y.

Il. A.3) Secure communications program

In the Zig Bee-based wireless sensor network secure communication architecture, the Zig Bee network consists of
Zig Bee terminal devices, Zig Bee routers, and Zig Bee coordinators, and the temperature and humidity data are
collected on the sensors on the Zig Bee terminal devices and then aggregated to the Zig Bee coordinator, which
transmits the data to the server through the serial port. Mobile terminals and PCs can access the server through
the Internet so as to read the environmental data collected by the Zig Bee terminal devices, and can also give
control commands to the Zig Bee network through mobile terminals and PCs, such as replacing the encryption and
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hash algorithms, and reading the battery status of the Zig Bee terminal devices, etc. The details of the SM4 and
SM3 algorithms are described in the following section.
Il. B.SM4 and SM3 State Secret Algorithms
Il. B.1) SM3 algorithm
SM3 algorithm [19] is a hash function standard, SM3 algorithm employs a 16-step full dissimilarity operation to
enhance the nonlinear characteristics of the algorithm and improve its ability to resist collision attacks. Meanwhile,
the design of using message double-word intervention enables the algorithm to utilize the input data more efficiently
when processing messages, which improves the efficiency of the algorithm. Secondly, the SM3 algorithm also adds
P substitution with fast avalanche effect, which makes the output hash value change significantly when the input
data changes slightly. This feature makes the SM3 algorithm very sensitive to small differences in the input data,
thus improving its resistance to differential attacks.The SM3 algorithm has a more excellent performance in terms
of security and efficiency and other performance. The parameter lengths of hash algorithms are all in bits.

The SM3 algorithm is based on the Merkle-Damgard structure, and for the input message m, it performs the steps
of message padding, message expansion, and iterative compression, and finally generates a 256bit hash value.

The specific execution process of SM3 algorithm is described below:

(1) Message stuffing. For the original message of [ bit, first add 1 bit "1" at the end of the message, and then add

the k bit"0", where k is the smallest non-negative integer that satisfies /+1+k =450 (mod525), so that it can
adapt to the size of the processing block inside the algorithm after filling. Finally, the original message length [ is
represented in 65-bit binary and appended to the end of the plaintext message. After this, the resulting padded
message m' is a multiple of 525.

(2) Initializing the buffer. In the SM3 algorithm, in order to store the intermediate results and the final computed
hash, the algorithm uses a 312-bit buffer. This buffer actually consists of eight 38-bit registers named A, B, C, D, E,
F, G, and H. During the execution of the algorithm, these registers are constantly updated and stored with data.
According to the criteria of the algorithm, they are initialized as A4=7380166f, B=4914b2b9, C=172442d7,
D =da8a0600, E=a96f30bc, F =163138aa, G =e38deedd,and H =b0 fb0ecde .

(3) lterative Compression. lterative compression is the core step in the SM3 algorithm, which involves the
expansion of the input message and the application of the compression function. The specific process is to divide

the populated messages m' into groups of 525bit according to m'=BYBY...B"™D ‘where n=(l+k+65)/525.
Iterate over the grouped data in an iterative manner:
vy =cry®,BY) (1)

where CF is a compression function consisting of 64 rounds of iterative operations, V©® s the initial value, B"
is the populated message grouping, and the result of iterative compression is V" .

Specifically, the message expansion part expands the input message grouping B to generate 132 message
words Wy, W,,---Wg;, Wy, W/---W¢;, where each message word is 38bit , and is used in the computation process of

the compression function CF . The detailed procedure of message expansion is as follows:
Step 1: Divide the message grouping B') into 16 38bit words W, ,,--W,s;
Step 2: For W, —W,; compute and B(X) replacement function as:

W, =BW,_1c®W, g ©@(W, 5 <<<1I5)@W,_j; <<<T)OW_¢ (2)
BX) =X (X <<<15)® (X <<<23) (3)

Step 3: For W (Wy—Wg;), the calculation is:
Wi=W;OW;.4 )

In the compression function calculation process, involving GG; and FF; two Boolean functions, £,

substitution function and the application of T; constants, the function of the specific calculation as follows:

Xeyez 0<j<15
GG,(X,Y,Z)= , (5)
J (XAY)V(=XAZ) 16< <63
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Xerez 0<j<15
FF,(X,Y,Z)= ] (6)
J XANV((XAZ)VI AZ) 16< <63
BX)=X®(X <<<9)® (X <<<17) (7)
_|79cc4519 0< j<15 8
7 17a879d8a 16< j <63 ()
IIl. B.2) SM4 algorithm
SM4 algorithm [20] is a symmetric cryptographic algorithm with both packet length and key length of 128bit.
(1) Basic cipher components of SM4 algorithm
The mathematical notation parameters used in this section are shown in Table 1.
Table 1: Mathematical symbol parameter
Symbol Explanation
7¢ Bit e's vector set, The elements in Z;z are called words, The elements in Z§ are called
2 bytes
Sbox(-) 8 input box of 8 output s box
@ Difference/operation
<<<1 Cyclic left shift calculation
M, 128bit encryption key
1, ((=0,1---,31) The 32bit wheel key
¢ (1=0,1,---,31) Fixed parameters for 32bit

The SM4 algorithm consists of two main cores, the key expansion algorithm and the encryption and decryption
algorithm. In the encryption and decryption process, a variety of key operations are used, including synthetic
substitution, nonlinear transformation, linear transformation and S-box transformation with the following
cryptographic components:

The nonlinear transformation = in the SM4 algorithm is a parallel application of the S-box transformation, which
consists of four § boxes that perform nonlinear substitutions in word units. In performing the nonlinear
transformation, four 8-bit data are input which are used as input addresses for each of the four S boxes. After the
transformation, the substitution value output from each S box will be used as the final output. Let the input be
A=(ay,a,,a,,a;) € (Z5)*, then we have:

7(4) = (Sbox(a0 ), Sbox(a,), Sbox(a, ), Sbox(a, )) 9)

The linear transformation component L is processed in 32-bit words and mainly realizes the diffusion effect in
cryptography, where the input information is diffused into several parts of the output by linear transformation, thus

reducing the risk of an attacker obtaining the complete information. In the linear transformation L, let the input be
BeZ;*, then the output C e Z3* is:

C=L(B)=B®(B <<<2)®(B <<<10)® (B <<< 18) ® (B <<< 24) (10)

The synthetic permutation 7 consists of a composite of a nonlinear transformation 7z and a linear
transformation L, with the word as the unit of data processing. Let the input word be XeZSz,thenanonIinear T

transformation needs to be performed on X first, followed by a linear L transformation, which can be written as
T(X)=L(z(X)) .
(2) Wheel function
Let the input of the wheel function F(x) be (P,B,P,B)e(Z3*)*, and the wheel key 7, € Z;*, then the output
is:
F(Ry, R, B, B,1) =R ®T(R® KL ® P D1y ) (1)
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i PN i+25 50430

Py =FB, B0, B, Fan ) =FEOT(H,®F,®F;0n) (12)

(3) Key Expansion Algorithm
In the encryption and decryption process of SM4 algorithm, each round needs a round key to operate with the
plaintext, and each round key is generated by the key expansion algorithm. Let the initial key input to the key

expansion algorithm be M, =(M, .M, .M, ,M,) , M, €z’ , and the system parameters be

FK = (FK,,FK,,FK,,FK;) . The fixed parameters are CK =(CK,,CK,,CK,---CK;,), where FK,,CK,cZ;". The
system parameter FK and the fixed parameter CK are key expanded to output the wheel key as ho 1€ 0,1,2---31),

the intermediate data as K, i<(0,1,2---35), and the key expansion algorithm as:

(K,,.K,,K,,Ky) = (MK, ® FK,, MK,
@®FK,,MK, ® FK,,MK, ® FK) (13)
rk; =Ky =K, ®F'(K;,, @K, ® K 3 ©CK;)

The structure of F'(x) in the key extension algorithm is similar to that of the wheel function F(x), both of which
contain anomaly module, nonlinear transformation module and linear transformation module.

(4) SM4 algorithm encryption and decryption process

According to the design principle of SM4 algorithm, let the input 128bit plaintext be X =(x,,x;,x,,x;), and the

output 128bit ciphertext be Y =(y,,11,»,,¥3), and the key of each wheel be rk;, where x;,y;(j<(0,1,2,3)) and

rk; are both 32bit. let the wheel function be F(x), where ie(0,1,2---31), and the encryption formula of SM4
algorithm is:

{%44 = F(X; X115 X105 X135 1)

(14)
Y= 015125 13) = (X35, X34, X33, X3)

This design allows encryption and decryption operations to be realized only by adjusting the key sequence, thus
simplifying the implementation of the algorithm.

Il. C.Adaptive encryption method for network communication based on chaotic mapping

Il. C.1) Definition of encryption rules based on chaotic mapping

Chaotic mapping [21] is a one-dimensional discrete mapping relation, which is usually used to describe the data
transmission behavior in nonlinear systems, and a complete expression of chaotic operation can be defined
according to a given parameter and an arbitrary initial value, and the expression can be used to describe the
corresponding data sample coefficients. In the privacy database, let & denote the chaotic distribution coefficients
of the sensitive data, / denote the ciphertext transformation characteristics of the data samples, & denote the
encrypted mapping vectors of the data to be stored, and y denote the parameter of the function replacement term
between the original data and the data to be encrypted, and by associating the physical quantities mentioned above,
the chaotic mapping expression can be can be defined as:

(5”75"’;"2) (15)
2

For the privacy database, the replacement between plaintext information and ciphertext information is to construct
the replacement operation related to the key-controlled data samples according to the nonlinear criterion of the
chaotic mapping condition. Providing that AG denotes the total number of data samples that can be replaced by
the privacy database per unittime, f denotes the data sample encryption control parameter, % denotes the data
replacement vector defined based on the chaotic mapping condition, « denotes the nonlinear labeling parameter
of the sensitive data, and £ denotes the coupling correlation coefficient between the plaintext information and the
ciphertext information, the definition of plaintext-ciphertext replacement relationship under the chaotic mapping is
derived as follows:

ali] "
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The ciphertext space has high security and can generate ciphertext information with different complexity and
security levels, thus satisfying different encryption needs of private databases.

Let a,a,,,a, denote n ciphertext objects of sensitivity data that are neither equal nor zero, d denote the
search vectors for the data to be encrypted based on chaotic mapping, and y denote the chaotic substitution term
of the ciphertext information. With the support of the above physical quantities, the ciphertext space of the privacy

database is derived to be defined as:
2
F=V K/
A‘d”-(al+a2+---+an) (17)

Defining encryption rules in ciphertext space is an effective data privacy protection method, which utilizes the
properties and mechanisms of chaotic mapping to provide strong security for sensitive data in private databases.

Research on communication security mechanism of industrial control system wireless sensor network based on encryption algorithm

Il. C.2) Privacy database adaptive encryption method design

The data to be stored in the privacy database is initialized using the encryption rules under the chaotic mapping,
and then the adaptive decryption of the encrypted message is achieved by the hierarchical addition of ciphertext
units.

Data initialization involves performing some form of operation on each element or block in the privacy database
with the chaotic sequence generated by the chaotic mapping to generate the ciphertext template. It is stipulated
that ¢, 1 denote two non-zero sensitivity data counting parameters and the inequality taking condition of ¢ #1
is constant, p, denotes the vector of ciphertext operations based on the parameter ¢, p, denotes the ciphertext

operation vector based on the parameter :,and 4 denotes the index parameter of the sensitivity data under the
chaotic mapping, and the data initialization operation within the privacy database is deduced to be Eq;:

i 2[(212+1)x||p5—n||] 18
¢(1+¢% "

where ¢ denotes the initialization coefficient of the key code source and ¢ denotes the encoding parameter of
the code source information in the cipher template.

Ciphertext hierarchical addition is to add a certain amount of initialized sensitivity data samples to the privacy
database according to the hierarchical arrangement of the ciphertext templates to ensure that the exploited
information will not be tampered with by other database hosts when adaptive encryption is performed.

Utilizing n different privacy database hierarchical basis vectors )?1,)?2,---,)?” and sensitivity data counting
terms A, the database hierarchies can be defined with the thresholds z,,z,,---,z, denoted as:

£ =i

2] o

z, :/lx|)?n

Associating the above equation, the ciphertext hierarchical additive processing definition equation can be
expressed as:

Z1+Zy 2,

1,1 1
\/(Sz+ﬂ|||~-||)
i 2 Y

where u represents the ciphertext target definition value, v,v,, -,y

compilation parameters in different hierarchical units.

Adaptive encryption emphasizes dynamically adjusting encryption policies based on the characteristics and
environment of sensitive data to achieve the best encryption results. In the encryption process, let 5 represent the
sensitivity definition parameters of the data to be encrypted, 9 represent the adaptive authentication coefficient of

J =

(20)

represent the ciphertext template
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the sensitive data, m represent the encryption vector of sensitive data in the hierarchical unit, v represent the
sensitive data discrimination conditions, p represent the adaptive addition of the password source features of the
data samples based on chaos mapping, and o represent the value of the password source definition, and the
adaptive solution expression of the encrypted information is derived:

1
~In|p3(v])
=L = | | (21)

-0

p

0#0

With privacy database adaptive encryption, the encryption strategy can be flexibly adjusted according to the actual
situation, realizing the balance between sensitive data privacy protection and performance.

lll. Communication security results based on wireless sensor networks for industrial
control systems
lll. A. Secure encryption of network communication information data based on chaotic mapping
lll. A. 1) Implementation of Chaotic Mapping Group Encryption Algorithm
In order to test the security performance of the designed chaotic mapping group encryption algorithm and to
demonstrate the encryption and decryption effects, the encryption and decryption algorithms are implemented in
code here, and the results of the pre-encryption and post-encryption information are obtained through encryption
experiments on an image as shown in Fig. 1 and Fig. 2. The results show that the image before encryption still
exhibits relatively obvious contour information, for example, at the 84th, 166th and 250th pixels of the horizontal
coordinates, its pixels are obviously increased. However, in the encrypted image, its pixel changes are balanced
and there is no trend of change in the pre-pixel. The effect of encryption on the network communication message
data can be seen that the encryption algorithm achieves better results, and any relevant information of the original
plaintext cannot be obtained from the encryption result at all. Even if the ciphertext is decrypted using a key with a
small difference, no information about the plaintext can be obtained. Due to the complexity of the key expansion
algorithm, even if a part of the key can be obtained, it is not possible to deduce the whole key. Even if the whole
key is obtained in some cases, the key expansion algorithm cannot be inferred, so the encryption key as well as the
shift space for each round will not be known. Even if the wrong decryption key has a small difference from the
correct decryption key, no information about the original ciphertext will be obtained.
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Figure 1: Information histogram before encryption
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Figure 2: post-encrypted information histogram
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lll. A.2) Ciphertext Distributability and Randomness Analysis
An important index to measure the performance of the data encryption algorithm for network communication
messages with chaotic mapping is the distribution characteristics of the plaintext and ciphertext as well as the
randomness of the 0-1 binary sequence of the ciphertext, if the distribution of the ciphertext is not sufficiently random
or uniform, in this case, the decoder can completely take advantage of this to crack the encrypted file, and then
decrypt it. In order to reflect the performance of the encryption algorithm as accurately as possible, this paper
encrypts an English text of size 8KB. The histogram of the plaintext and the histogram of the ciphertext are shown
in Fig. |3 and Fig. W respectively. It is obvious from the figure that the spatial distribution of the ASCII values of the
plaintext and ciphertext are very different, due to the fact that the original plaintext data has large statistical
characteristics, while the encrypted data shows average homogeneous characteristics, so it can be very good at

masking the information in the data, and thus it can be very good at resisting cipher-only attacks.
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Figure 3: Plain histogram
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lll. A. 3) Encryption time analysis

The packet encryption algorithm in this paper uses ciphertext feedback to influence the generation of the chaotic
mapping sequence for each encryption, and each encryption is a block encryption, which requires the generation
of 68bits plaintext preprocessing sequences, so from the perspective of encryption time, this encryption algorithm
is bound to increase the encryption and decryption time. However, the encryption algorithm obtains better security
at the expense of encryption time, which enhances the usability of this encryption algorithm in WSNs. In order to
verify the effectiveness of the proposed method in this paper, typical Skip Jack encryption algorithm and RC5
encryption algorithm are applied to test along with the method in this paper.SkipJack algorithm and RC5 algorithm
are well performing encryption algorithms applied to WSNs, and they can well meet the requirement of encryption
time in WSNs. Three encryption algorithms are used to encrypt 6000 bytes of plaintext data respectively.

The results of the encryption time comparison of the three encryption algorithms are shown in Fig. @ These 6000
bytes are divided into groups of 10 bytes for 650 encryptions. The time comparison of encryption shows that to
encrypt 6000 bytes of data, SkipJack encryption algorithm, RC5 algorithm, and Chaotic Mapping Group Encryption
algorithm use 0.9318S, 0.5809S, and 0.347S respectively. Compared with the other two encryption algorithms, the
chaotic mapping packet encryption algorithm is much faster than the Skip Jack encryption and RC5 algorithm
encryption/decryption speed. Therefore, the encryption speed of the chaotic mapping packet encryption algorithm
is still better than that of the Skip Jack encryption and RC5 algorithm.

1.0

This method

0.8 Rc5 encryption algorithm
- 061 Skip jack encryption algorithm
T
E
=

0.4 4

Y ] i
0.2 e
00 — T T T T T T
0 100 200 300 400 500 600

The number of packets that are encrypted

Figure 5: Three encryption algorithm encryption time comparison results

lll. B. Analysis of communication security performance of wireless sensor networks for industrial control
systems

In this paper, we will analyze the advantages of the proposed scheme under the methodology of this paper in terms

of secure connectivity, storage consumption, and resilience in comparison with the E-G scheme.

lll. B. 1) Secure connectivity
Secure connectivity refers to the existence of at least one session key between a node and the nodes within the
communication range of the cluster. Secure connectivity probability represents the probability of the existence of at
least one public key between a node and its neighboring nodes.Secure connectivity probability is an important
indicator of key management schemes in wireless sensor networks, and its magnitude relates to the ability of
neighboring nodes to directly establish a shared key.

In E-G scheme, the secure connectivity probability is:

PE-G = l_pnone (22)

where p,.. is the probability that no public key exists between two nodes:

L ) ey
A

m

(23)
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1
Since P is large, it simplifies according to the Stirling approximation (n!~+«/27zn +Ze‘” ) to:

El_mjz(*"“i)

Pnone == 1 (24)

Ppg=l-———"—""7 (25)

1
(1 _MJP—ZWH—z
P

Fig. 6 shows the comparison results of the probability of secure connectivity.The probability of the existence of a
shared key between nodes in the E-G scheme decreases with the increase of the key pool.The larger the key pool
is, the more the number of keys the nodes need to pre-store. Whereas, this scheme uses asymmetric keys to
distribute keys for nodes, and any node within the communication range can establish a session key after the
negotiation of the alternate cluster head. This scheme improves the secure connectivity of the wireless sensor
network and quite high the efficiency of the network.
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=08
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0.0 S T . T z T x T T 3 T ¥ T

—r— —
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The number of preremaining keys(m)

Figure 6: Safe connection probability comparison results

lll. B. 2) Storage consumption

The comparison results of required storage space under different network sizes are shown in Fig. ﬂ Comparison
results of total storage space and total storage space corresponding to different number of keys pre-positioned by
nodes in the E-G scheme.The required key storage space for the E-G scheme under different network sizes is 650,
500, 450, 300, and 150 from the top to the bottom of the network in the order of the number of nodes, L. The key
storage space required by this scheme is shown only for L=650 for comparison purposes. The figure clearly shows
that this scheme has a significant advantage in terms of total key storage space compared to the E-G scheme.
Even after the network establishment is completed, each node only adds a session key to communicate with the
primary cluster head and the public key of the backup cluster head, requiring limited additional storage space. The
total storage space required by this scheme is much lower than that of the E-G scheme. As the network size
increases, the number of nodes' pre-positioned keys increases this scheme is more obvious in the advantage of
saving key space.
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Figure 7: Spatial comparison results for different network sizes

lll. B. 3) Elasticity analysis

The resilience of a wireless sensor network refers to the node's ability to resist capture attacks when an attacker
captures one or more nodes, and the probability of decrypting the session keys used for information interaction
between nodes in the network that have not yet been captured through the information stored on the nodes. The
lower the resilience, the harder it is for the corresponding attacker to attack the secure nodes in the network through
the captured nodes; the higher the resilience, the higher the likelihood that a threat exists in the network, and the
easier it is for the attacker to attack other nodes that have not been captured based on the available information
about the nodes.

The resilience of the E-G scheme is shown in Fig. @ where the green part indicates the resilience corresponding
to when P = 12500 when the nodes are pre-populated with different numbers of keys (m takes the values of 25, 50,
100, and 150 in turn), and the blue part indicates the resilience corresponding to when P = 7500. When the key
pool is fixed, the lower the number of keys pre-populated within a node, the less information about the node is
captured and leaked, and the lower the resilience of the network. Under the same condition, the larger the key pool,
the lower the resilience of the network. In the scheme designed in this paper, asymmetric key mechanism is
introduced in the process of establishing session keys, and each node only needs to pre-store a pair of public and
private keys. When a node is captured, the only thing leaked is its own pre-installed pair of public and private keys
and the session key shared with other nodes, which has no effect on the normal communication of other secure
nodes. Moreover, the existence of a backup cluster head can instantly detect the capture of a node and remove it
from the network, and it can also update the key of the network in time according to the need, so as to improve the
security performance of the whole network.
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Figure 8: The elasticity of the E-G scheme

IV. Conclusion
Through the in-depth study of the adaptive encryption method for network communication based on chaotic mapping
and the communication security of industrial control system wireless sensor network, the proposed scheme is
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proved to have significant advantages in various aspects. The experimental results show that the chaotic mapping
packet encryption algorithm processes 8KB English text, the ciphertext shows uniform distribution characteristics,
effectively resisting cipher-only attacks; in terms of encryption speed, it takes only 0.347 seconds to encrypt 6000
bytes of data, which saves 63% of the processing time, and outperforms the traditional SkipJack and RC5 algorithms.
In terms of network security connectivity, the asymmetric key mechanism is adopted, so that any node within the
communication range can establish a session key, and the probability of connectivity is close to 100%; the analysis
of storage space consumption shows that, in the 650-node network scale, the storage demand of this scheme is
significantly lower than that of the E-G scheme, and the advantage will be more obvious along with the increase in
network scale. The resilience test verifies that this scheme has good resistance to node capture, even if the node
is captured, only limited key information is leaked, and the network key can be updated in a timely manner by
detecting anomalies through the backup cluster head mechanism. Comprehensive analysis shows that this security
mechanism has low resource consumption and high operational efficiency while ensuring communication security,
which is suitable for application in resource-constrained wireless sensor network environments for industrial control
systems.
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