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Abstract The wide application of face recognition technology in the commercial field puts forward higher
requirements for the protection of users' personal privacy data during the recognition process as well as the
accuracy of recognition. This paper explains the basic conceptual content of quantum bits and quantum logic gates.
Under the theoretical framework, a three-valued XHZ encryption scheme in three-valued quantum states is
proposed to complete the construction and optimization of the quantum encryption algorithm. Using the designed
quantum encryption algorithm, the public key is generated in the server based on the face feature data, and the
private key is used to decrypt in the client, so as to construct the face recognition system based on the quantum
encryption algorithm. In the evaluation experiment, the fastest encryption average time is only 2.465ms, and the
shortest calculation time for face similarity is only 4.577ms, which shows that the designed system can fully meet
the technical requirements of identity authentication while safeguarding the user's personal privacy and security.

Index Terms quantum encryption algorithm, face recognition system, personal privacy security, three-valued XHZ
encryption scheme

. Introduction

Face recognition system with face recognition technology as the core, is an emerging biometric technology, is
today's international scientific and technological field of research and development of highly sophisticated
technology [1], [2]. It widely adopts the regional feature analysis algorithm, integrates the computer image
processing technology and biostatistics principles in one, uses the computer image processing technology to
extract the portrait feature points from the video, and analyzes and establishes the mathematical model by using
the principles of biostatistics, which has a broad application in the design of commercial cryptographic security
(3]-[6].

With the rapid development of information technology, data has become an important part of the core
competitiveness of enterprises [7], [8]. In the era of digitization, data security has become a focus of attention for
enterprises [9]. In order to protect enterprise information security and improve the information system protection
ability, the commercial password application construction has become an urgent task, and commercial passwords,
as an important means to ensure data security, its security is directly related to the information security of
enterprises [10]-[12]. While commercial cryptographic security is mainly faced with the security of encryption
algorithms, key management, system integration, personnel security awareness and other aspects of the
challenge, the application of face recognition system is of great significance for enterprises to maintain data
security [13]-[15].

At present, many enterprises, institutions and public places have begun to introduce face recognition technology
for security design [16]. Face recognition technology has been widely used in remote security control and security
control within the entrance and exit places. Compared with traditional keys or combination locks, face recognition
technology is more secure, and also more convenient and faster [17]-[19].

This paper firstly describes the conceptual content of quantum bits in quantum computing, as well as the matrix
representation and line construction of quantum logic gates, which serve as the theoretical basis for the study of
this paper. Secondly, it elaborates the design process and improvement and optimization ideas of the three-valued
XHZ encryption scheme in the three-valued quantum state, and forms the encryption algorithm. Based on the
proposed quantum encryption algorithm, the registration process and authentication process are successively
designed according to the security requirements of users' personal privacy in face recognition. Finally, the
performance of the encryption algorithm is tested by comparing the encryption effect and checking the information

entropy. The overall cryptographic performance of the designed face recognition system is evaluated by setting up
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a comparison with similar encryption schemes in terms of public and private key generation, as well as face

similarity calculation. Test the system throughput and web request response time to analyze the system operational
performance.
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Il. Face Recognition System Based on Quantum Encryption Algorithm

Il. A.Basic Concepts of Quantum Computing
Il. A.1) Quantum bits

It is well known that a bit is the basic concept of classical information and has a state of 0 or 1. Like a classical bit, a
quantum bit is the basis of quantum information and has two possible states |0) and [1), where | ) is the Dirac
symbol, and |0) and |1) correspond to the classical bits 0 and 1, respectively. The difference between classical
and quantum bits is that the state of a quantum bit can be a linear combination of |0) and |1), often referred to as
a quantum superposition state. This can be written as equation (M):

lp)=al0)+ 1) (1)
where o,peC, |al*+|B’=1. a and B denote the probability amplitude of the |¢) state on |0) and |1,
respectively (It can be seen that quantum bits have a higher information capacity compared to classical bits.). And
|0) and [1) can also be expressed in vector form, |0)=(1,0) and |1)=(0,1). The quantum bit can then also be
written as equation (2):

9) (“] (2)
¢ =
B
Il. A.2) Quantum Logic Gates
Similar to the way classical computers are built from circuits containing lines or logic gates, quantum computers are
built from quantum circuits containing lines and elementary quantum gates to carry and manipulate quantum

information. Single quantum bit gates (e.g., Pauli— X, Pauli—Z, Pauli—Y, and H ) are the simplest form of
quantum gates, and they can be expressed as a 2x2 matrix as shown in Equation @):

X_Olz_loy_O—iH_lll 3
ool o =1 i oo 21 -1 (3)
Multi-quantum bit gates are also important units in quantum circuits. The more common two quantum bit gates
are such as CNOT gate, swap gate and CZ. where the CNOT gate has two input quantum bits called control bit

and target bit. If the control ratio is ad hoc 0, the target bit will be unchanged. If the control ratio is ad hoc to 1, the
target bit will be flipped.The matrix form and quantum lines of the CNOT gate are shown in Fig. m

|a) @)

o 1p) D a®b)

CNOT =

S O =
—_ o O

S O = O
- o O O

0
Figure 1: The matrix form and quantum circuit of the CNOT gate

A swap gate, also called a switch gate, inputs two quantum bits and serves to swap the states of the two
quantum bits. For example, |0)|1)—=%—|1)|0) . Its matrix form with quantum lines is shown in Figure 2.

|a) [6)
[2) |a)

Figure 2: The matrix form and quantum circuit of the swap gate
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8473



fa

Commercial Cryptographic Security Design for Face Recognition System Based on Improved Quantum Encryption Algorithm

The CZ gate, also known as a control phase gate, has a control bit and a target bit like the CNOT gate, and if
the control ratio ad hoc is 0, the target bit phase is not flipped. Otherwise, it flips.The matrix form and quantum lines
of the CZ gate are shown in Fig. 3.

1 00 0

010 0 [ I [
=10 01 o

00 0 -1 |b> 4 (_l)a b>

Figure 3: The matrix form and quantum circuit of the CZ gate

In contrast, a three-quantum-bit gate, such as a Toffoli gate, has three input bits and three output bits: two of the
quantum-bit bits are control bits that are unaffected by the action of the Toffoli gate. The third bit is the target bit,
which is flipped if both control bits are set to 1, otherwise unchanged.

Il. B.Three-valued XHZ encryption scheme

With reference to the quantum one-at-a-time encryption scheme, combined with the three-valued quantum
information processing technology, the three-valued XHZ encryption scheme can be designed. Let the
you-transform operation used in the encryption scheme be written as equation (W):

U e{X“H"Z% |, .6 €0,1,2}" ] ()

where X, H, and Z are all single-valued triple quantum gates, X% =®" x@¢® = pgFf_g" gPO

7% =®",Z°D | the probability of selecting U, is p, =1/3",and U, isa 3"x3" You matrix, whose encryption
process is represented as equation (@):
lv.)=Uilo)=X“HZ’|p,) (5)
And its decryption process is expressed as equation (@):
) =Ully.)=UlX“H’Z°|9,) ©)
= ZPHP X X“HZ%|0,) =|00)

Now, give an explanation of the security of the three-valued XHZ encryption scheme. For an encryption scheme
{U,,p,}+ forquantum bits, its ciphertext state p, (density matrix representation) satisfies equation (7):

1
Pe = ZpkUko-mUZ 22_,112 (7)
k

where o,, denotes the density matrix form of the plaintext quantum state. Equation (7)) shows that the encryption
scheme {U,,p,} is perfectly secure. This also means that all plaintext states are mapped to the same ciphertext
state through the encryption operator U, : the maximal mixed state. Moreover, on the inner product space, the
encryption operator U, forms a set of standard orthogonal bases. For a three-valued quantum state encryption

scheme {U,'C,p,'{} , assume that forany 4,B e {U,; |k = 1,~--,3”} , there are there is equation (8) holds:

r(AB") = tr(B' 4) 0. A#5 8
14 =1tr =
3" A=B ®

Then the density operators 4 and B are said to be orthogonal.

In this way, the encryption operator U, can form a set of standard orthogonal bases on the inner product space.
But unfortunately, the encryption operator U, in the three-valued XHZ encryption scheme is partially orthogonal
and does not satisfy completeness. So, the three-valued XHZ encryption scheme is not perfectly secure. Two
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encryption processes of singleton three-valued quantum states are given to illustrate the partial orthogonality of the
encryption operator U, .Oneiswhen 4=XYHDx and B=xPHO X" with equation (9):

r(AB")=1.9142 %0 9)

Then 4 and B are not orthogonal. Another one is when 4=XxVE®Px® and B=xPHOXx® with
equation (10):

tr(4B") =0 (10)

Then 4 and B are orthogonal.

Although the three-valued XHZ encryption scheme does not satisfy the message-theoretic security defined by
Shannon, it is still highly secure and convenient in practical applications. First, the key used for each encryption is
different, similar to the quantum one-at-a-time model. Second, the keys are unconditionally secure because the
QKD protocol is used to distribute the keys. Moreover, these received quantum bits are easily converted to binary
strings of numbers for storage, avoiding the use of quantum memory and facilitating experimental implementation.
As a final point, the basic principles of quantum mechanics, such as the principle of inability to measure and the
non-clonability theorem, these techniques are significantly better than traditional methods in protecting private
information.

In fact, there are many improvements that can be made to the three-valued XHZ encryption scheme. For
example, the combination of the QKD protocol to generate sequences of numbers containing 0, 1, and 2, and the
construction of the encryption operator allows this encryption algorithm to achieve message-theoretic security. With
these improvements, it is hoped to obtain a perfectly secure encryption scheme for three-valued quantum states.

Il. C.Face Recognition Program Design

Il. C. 1) Registration process

In the registration process, first, a registration request is initiated by the user to the client, and the client receives
and responds to the request, extracts the user's face features through the camera device, and obtains a collection
of face multidimensional feature vectors as in equation (W):

A:{VlaVZ"”aVn} (11)

Then, FaceNet face feature extraction is performed on 4 to obtain a single 128-dimensional biometric feature
vector Q. Next, the client passes the extracted biometric feature vector QO to the cloud server, which receives
0O and calculates the Euclidean distance by comparing @ with the feature vector of its own server template as in
equation (12):

M ={0,,0,,-,0,} (12)

Determines whether it is in its own server template M . If it is present, return to the client that the registration
failed. Otherwise, return to the client that the registration was successful and store the Q in M.

Il. C.2) Certification process

In the authentication process, an authentication request is initiated by the user to the client, and the client receives
and responds to the request, extracts the user's face features through the camera device, and obtains a set of
multidimensional feature vectors of the face as in equation (13)):

A:{Vv]aVZ"”7Vn} (13)

FaceNet face feature extraction is performed on A4 to obtain a single 128-dimensional biometric feature vector
O . The client generates the public key public_key for encryption, the private key secret_key for decryption, and the
computational auxiliary keys relin_key and gaolois_key. encryptor is generated based on the public key, and
decryptor and calculator evaluator are generated based on the private key. At the same time, a cloud server
generates a 128-dimensional vector of random numbers R, each elementin R is a randomly generated floating
point number between [0.8,1], and the cloud server passes R to the client.

The client receives the vector of random numbers R from the cloud server and performs the Hadamard
product of Q9 and R to obtain a new vector N. Encrypt N with the public key to get the encrypted vector
N _enc.Send N _enc and the public key to the cloud server at the same time. -

After receiving N _enc with the public key, the cloud server encrypts all the vectors of its template as in Eq. (14)
using that public key:
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MZ{QI’QZ)"')QII} (14)
The encrypted template is obtained as in equation (%):
M_enc:{Ql_enc,Qz_enc,m,Qn_enc} (15)

Calculate the Euclidean distance squared by homomorphizing all encrypted vectors in M _enc with N _enc
respectively to get n ciphertexts Euclidean distance squared as in equation (@):

D enc= {dis(N _enc,Q, _enc),dis(N _enc,Q, _enc), -, dis(N _enc,Q, _ enc)} (16)

Pass D enc to the client.
The client receives D _enc and decrypts it using the private key to get n Euclidean distance squared as in
equation (17):

D ={dis(N,Q,),dis(N,Q,), --,dis(N,0,)} (17)

Find the smallest of these Euclidean distance squares D, , and compare it to the pre-set threshold 7. If
D.., <7, the authentication succeeds. Otherwise, the authentication fails and the authentication result is returned

to the user.
The detailed face feature authentication process is shown in Fig. ﬁ
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Figure 4: Face feature authentication process
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lll. Performance Evaluation and Application Inspection of Face Recognition System
lll. A. Performance testing of encryption algorithms
lll. A.1) Comparison test of encryption effect
The quantum encryption algorithm designed in this paper compares the effect of an original map before and after
encryption in Fig. @ after the image encryption operation, the high-frequency capability part (>6000) is intercepted

by the algorithm, while the low-frequency part is retained, but accordingly a layer of mask is added on the image,
so as to make the original image information is effectively preserved.
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Figure 5: Comparison of the effects of the original image before and after encryption

lll. A.2) Information entropy test

In this paper, information entropy is used to measure the uncertainty of chaotic sequences. When the distribution of
sequence values is equal probability distribution, i.e., the probability of each value between [0,288] is 1/289, it has
the maximum entropy 1g289=9bit. The information entropy results are shown in Table 1.The information entropy of
the sequences E and F is gradually close to the expected value of 9, and with the increase of the length of the
sequences, the information entropy is closer to the expected value, indicating that this paper's encryption algorithm
has a strong average uncertainty, high degree of chaos, good randomness and no obvious statistical information.
The expected value shows that the encryption algorithm in this paper has strong average uncertainty, high degree
of chaos, good randomness, and no obvious statistical information.

Table 1: Test results of information entropy of chaotic sequences of different lengths

Sequence length Entropy of Sequence E Entropy of Sequence F
1000 5.3858 5.4938
2000 6.8275 7.1168
4000 7.0478 9.0189
8000 7.4751 7.5799
10000 8.1084 6.9271
20000 8.7196 8.1882

lll. B. Cryptographic operational performance of the system
In this section, the classical BFV encryption scheme is chosen as a comparison to unfold the comparative analysis
with the encryption scheme based on quantum encryption algorithm in terms of public and private key generation
performance, overall encryption performance, and face similarity.

lll. B.1) Public and Private Key Generation Tests

The size of the public-private key file of the encryption algorithm is highly correlated with the polynomial mode
number and the parameters of the ciphertext coefficient modes, which determines the upper limit of the total bit
length of the ciphertext coefficient modes. Therefore, while the number of polynomial modes is determined, the
size of the public-private key file is also determined. The larger the number of polynomial modes, the larger the
ciphertext is, despite the higher security of the scheme. Therefore, in the test, the parameters of polynomial
modulus number are set to 4096 and 8192.In addition, the generation time of the public-private key file is highly
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correlated with the polynomial modulus number. Comparing the performance of this paper's scheme and the BFV
scheme in terms of public and private key file size and average generation time is shown in Table 2. Under the
condition of polynomial modulus parameter of 4096, the average time of generating public and private keys in this
paper's scheme is 0.092ms and 0.039ms, respectively, which is faster than that of the average generation time of

the BFV scheme. Under the polynomial mode parameter condition of 8192, the average time of generating public
and private keys of this scheme is still better than that of the BFV scheme, and the difference is up to 0.003ms.

Commercial Cryptographic Security Design for Face Recognition System Based on Improved Quantum Encryption Algorithm

Table 2: Public and private key file size and average generation time

Program Textual BFV
Polynomial modulo degree 4096 8192 4096 8192
Public Key Size (byle) 184368 643120 184368 643120
Private key size(byle) 86047 315423 86047 315423
Average generation time of public key (ms) 0.092 0.189 0.093 0.199
Average generation time of Private key (ms) 0.039 0.141 0.041 0.144
Count the number of times 100

lll. B.2) Encryption tests

The maximum dimension of a single plaintext (the number of slots in the plaintext) is the same as the size of the
polynomial modulus number, in order to maximize the use of storage space and improve the ability of batch
processing, multiple face feature vectors can be encoded into the same plaintext, take the polynomial modulus
number of 8192 as an example in this paper's scheme, the number of slots in the plaintext is also 8192, and the
dimensionality of a single face feature vector is 1024, so that 16 face feature vectors can be encoded into the same
plaintext simultaneously. Therefore, 16 face feature vectors can be encoded into the same plaintext at the same
time. After generating the public and private key files, 8000 pairs of faces are encrypted respectively. The
performance results of the two schemes on (P1) the number of face feature integers contained in a single name
text, (P2) the average encryption time (ms), (P3) the average encryption time of a single encryption (ms), (P4) the
size of encrypted file (byle), (P5) the size of a single file (byle), and (P6) the average size of an unencrypted file
(byle), a total of six parameters, are shown in Table @ Where the performance results of the (P2) encryption
average time (ms), the fastest scheme in this paper takes only 2.465ms, which is faster than the BFV scheme by
0.458ms.

Table 3: Encryption time statistics and file size before and after encryption

Program Textual BFV
Polynomial modulo degree 4096 8192 4096 8196
Number of plaintext slots 4096 8192 2048 4096

P1 16 32 4 8
P2 2.465 6.891 2.923 8.793
P3 0.212 0.326 0.65 1.002
P4 143522 536738 143522 536738
P5 18738 40116 35135 67890
P6 5260

lll. B. 3) Face similarity calculation time

The computation time comparison of the two schemes for face similarity under different parameters is shown in
Table @ although in the batch computation average time performance, this paper's scheme is slightly inferior to the
BFV scheme. However, in the pairwise computation average time, the time required by this paper's scheme is
much lower than that of the BFV scheme, and the shortest time required is only 4.577ms under the condition of
polynomial mode count of 4096.

lll. C. Performance analysis of the system

In this section, the performance test of the system is carried out, the test content is the system throughput and the
response time of the web page request, the system test simulates the number of users is 800, and the simulation
process is started at the same time in 1 second, the test time is 1 minute 30 seconds. The result of system
throughput is shown in Fig. 6, and the response time of web page request is shown in Fig. m In the case of 800
users, the throughput is 130 per second on average, and the average response time is 284 ms. It shows that the
system in this paper achieves the expected results, and it can run safely and smoothly.
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Table 4: The calculation time of face similarity under different parameters

Program Polynomial modulo degree Batch calculation average time (ms) A pair of calculated average times (ms)
Unencrypted 0.628
4096 15.55 4.577
Textual
8192 62.756 7.011
4096 15.23 5.831
BFV
8192 62.755 10.205
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Figure 6: Throughput of system
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Figure 7: The response time performance of web page requests

IV. Conclusion
In this paper, with the support of quantum encryption algorithm, a face recognition system with both security and
practicality is designed to provide an effective technical reference for its application in the commercial field.

The encryption algorithm of the designed face recognition system has a strong average uncertainty, a high
degree of chaos and good randomness. Comparing with similar encryption schemes, the average time for
generating public and private keys under the condition of polynomial modulus count of 4096 is 0.092ms and
0.039ms, respectively, and the average time for encryption is only 2.465ms, and the shortest time for the
calculation of face similarity is only 4.577ms. In the overall performance performance, the throughput is an average
of 30 per second, and the average response time is 284ms.
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