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Abstract Given the severe harm caused by vulnerabilities, vulnerability mining targeting the software supply chain
has become a key focus for security researchers. As an effective technique for automated vulnerability mining in
the software supply chain, this paper applies reinforcement learning algorithms to fuzz testing technology. It
models the fuzz testing process using reinforcement learning and then employs the DDPG reinforcement learning
algorithm to select strategies and solve the modeled problem. Additionally, this paper proposes an automated
software vulnerability repair method based on large models, enhancing the model's vulnerability repair
performance across three stages: input, model itself, and output. Experimental results show that the target site
coverage speed of this paper's vulnerability detection method is 3.43 times and 1.45 times faster than the baseline
method, and the discovery speed of real target vulnerabilities is 3.67 times and 1.84 times faster, demonstrating
superior software supply chain vulnerability detection capabilities. Compared to other methods, the vulnerability
repair method proposed in this paper achieves optimal repair effects for different vulnerability types and
vulnerability program lengths, with recall rates improved by 39.38% to 142.49% in comparative experiments.
Therefore, the vulnerability repair method proposed in this paper demonstrates superior vulnerability repair
performance.

Index Terms reinforcement learning, software supply chain, vulnerability detection, fuzz testing, vulnerability repair

. Introduction

Software vulnerabilities, also known as software weaknesses, refer to errors, defects, or flaws in computer
software that may cause unexpected behavior or incorrect functionality during use. These issues can be exploited
by malicious users or attackers to perform unauthorized operations, access sensitive information, disrupt system
functionality, or cause other security issues [1]. Software vulnerabilities can occur in any type of software, including
operating systems, applications, websites, and mobile applications. Common vulnerabilities may involve logical
errors in code, insufficient input validation, memory management issues, and more [2]-[4]. According to a report
published by the CVE Details website, the number of software vulnerabilities disclosed under the Common
Vulnerabilities and Exposures (CVE) system was 20,153, 25,083, and 29,065 in 2021, 2022, and 2023,
respectively. Over a five-year period, the number of disclosed software vulnerabilities nearly doubled [5].
Additionally, the situation regarding software vulnerabilities is becoming increasingly complex, not only in terms of
the number of vulnerabilities increasing year by year, but also in terms of the complexity and diversity of their forms.
These complex circumstances pose a threat to the security of computer systems and software, and there are
significant potential risks and threats to their stable operation [6]-[8].

The presence of software vulnerabilities in safety-critical software is extremely dangerous [9]. Attackers may
exploit these vulnerabilities to compromise system security or cause unforeseen operational outcomes during
runtime, potentially leading to memory leaks or issues with security tools, resulting in significant economic losses,
and even threatening human safety [10]-[12]. Therefore, software vulnerability detection technology plays a crucial
role in developing high-reliability safety-critical software.

Software vulnerability detection techniques primarily encompass two categories: static analysis and dynamic
analysis. Static analysis involves conducting a detailed analysis of software source code or binary code to identify
potential vulnerabilities [13]. This method can rapidly scan large volumes of code to detect common vulnerability
types, such as buffer overflows and format string vulnerabilities [14], [15]. However, static analysis is limited by
code complexity and the accuracy of analysis tools, and may fail to detect some deeply hidden vulnerabilities [16].
Dynamic analysis uses various techniques and tools to perform dynamic testing on software, simulating different

usage scenarios and attack scenarios. By running the software in actual operation, it observes its behavior and
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state to identify potential vulnerabilities [17]. This includes techniques such as black-box testing, white-box testing,
and fuzz testing [18]. Dynamic analysis can capture runtime errors and security vulnerabilities such as memory
leaks and access permission restrictions. However, dynamic analysis requires significant time and resources and
may be influenced by multiple factors such as the software runtime environment [19]-[21]. Traditional static and
dynamic analysis methods have certain limitations in large-scale software project practices today, leading to poor
practical application results.

Due to the limitations of traditional static and dynamic analysis, in recent years, with the development and
advancement of artificial intelligence technology, Al has been increasingly applied to various complex and
large-scale machine learning tasks [22]. Meanwhile, machine learning-based software vulnerability detection
methods have begun to emerge and have become a mainstream research direction. An increasing number of
researchers are exploring how to utilize Al technology to improve the efficiency and accuracy of vulnerability
detection, thereby enhancing the reliability of security-critical software [23]-[26]. For example, [27] proposes a
machine learning-based vulnerability detection method for predicting software vulnerabilities in Android
applications, which performs well in terms of accuracy and recall compared to traditional static and dynamic
detection models. Reference [28] reviews existing research on using deep learning for software vulnerability
detection, focusing on how neural network technology can be used to understand code semantics and identifying
challenges in this field. Reference [29] proposes a pattern-based software vulnerability detection method that
combines traditional static analysis, machine learning, and graph mining to assist code analysts in identifying
vulnerabilities in complex software systems, thereby overcoming the limitations of traditional automated analysis
methods.

In code scenarios, defective code and non-defective code sometimes exhibit high similarity [30]. For example,
the same single protection value or boundary conditions in other operations may differ only by subtle nuances [31].
Machine learning models often struggle to capture these subtle differences. To address this issue, [32] proposed
the VulSniper model, which uses an attention mechanism to capture key code segments, focusing the defect
detection task at the functional level. It achieved an F1 score of 80.6% on two defect types in the Sard dataset:
buffer errors (CWE-119) and resource management (CWE-399). To address the high false positive rate in static
analysis tools, [33] uses convolutional neural networks and clustering techniques to learn repair patterns from
recurring violations, then validates their applicability to actual errors based on their acceptance rate. Reference [34]
leverages transferable knowledge from multiple existing data sources to enhance machine learning-based
vulnerability detection capabilities. By utilizing cross-domain data sources and deep learning techniques to address
the cold start problem, its performance surpasses that of traditional models. Reference [35] proposes a model that
explicitly encodes different levels of control flow, data dependencies, and natural code sequences into a joint graph
of heterogeneous edges. This integrated representation helps capture as wide a range of vulnerability types and
patterns as possible and learns better node representations through graph neural networks. The SySeVR
framework proposed in [36] employs a deep learning technique to systematically identify software vulnerabilities in
C/C++ programs, demonstrating its effectiveness by detecting 15 unreported vulnerabilities across four software
products. While these studies exhibit strong performance in feature representation, they incur high training costs
and involve complex processing algorithms, resulting in slower vulnerability detection models based on traditional
machine learning approaches.

Reinforcement learning (RL) is a machine learning method based on the Markov decision process, enabling an
agent to learn optimal strategies through trial and error interactions with the environment [37]. Reference [38]
developed a deep reinforcement learning algorithm for automated vulnerability mining, reducing operational costs
and time, and achieving high accuracy in establishing reverse shells in two application scenarios. Reference [39]
proposed a coverage-guided reinforcement learning-based fuzz testing model that enhances the effectiveness of
dynamic analysis (gray-box fuzz testing), aiming to significantly improve testing effectiveness for actual programs
by maximizing code coverage. Reference [40] proposes a reinforcement learning-based prototype verification
method that generates secure and diverse software configurations to address configuration errors in static analysis.
By dynamically adjusting settings, this method maximizes the reduction of software vulnerability risks.

The study adopts fuzz testing technology as a starting point to investigate methods for identifying vulnerabilities
in supply chain software. Addressing the issue that traditional fuzz testing techniques exhibit significant
randomness when mutating samples, severely impacting their efficiency, the study abstracts three key
elements—states, actions, and rewards—from the fuzz testing process and models the fuzz testing problem using
reinforcement learning. Subsequently, the DDPG reinforcement learning algorithm is employed to guide the
selection of mutation strategies during fuzz testing, aiming to solve the fuzz testing modeling problem. This study
proposes a method to improve traditional fuzz testing techniques using the DDPG reinforcement learning algorithm.
Additionally, we propose a large-model-based automatic software vulnerability repair method, designing prompt
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engineering and model fine-tuning techniques to help the model better understand vulnerability repair tasks and
generate higher-quality repair programs. We also construct a reordering algorithm focused on the security of
generated code to distinguish repair programs ranked in the top & for security factors. Experiments are
conducted on the LAVA-M dataset to compare the coverage speed of the proposed method and other methods on
target sites, followed by CVE vulnerability testing to obtain the vulnerability reproduction speed of the proposed
method, and to explore the software supply chain vulnerability detection and repair capabilities of the proposed
method. Similarly, comparative experiments are conducted on the Big-Vul and CVEFixes datasets to evaluate the
proposed vulnerability repair method, and the repair effectiveness of each method for different defect types and
vulnerability program lengths is discussed.

ll. Reinforcement learning-based software supply chain vulnerability mining
technology

Il. A.Fuzzy Testing Technology

Fuzz testing is a common testing technique used to detect security vulnerabilities in computer software or systems.
The most widely used fuzz testing framework is AFL, which employs evolutionary algorithms, Fork Server, and
coverage-guided techniques to mitigate the drawbacks of traditional fuzz testing, such as high randomness and
lack of directionality. However, it still has many areas that require improvement. Fuzz testing is typically classified
into three categories based on different dimensions. Depending on the degree of reliance on internal
characteristics or runtime information of the target program, it can be divided into black-box fuzz testing, white-box
fuzz testing, and gray-box fuzz testing. Based on sample generation algorithms, it can be categorized into
mutation-based fuzz testing and generation-based fuzz testing. Depending on path exploration methods, it can be
classified into directed fuzz testing and undirected fuzz testing. The complete fuzz testing process typically
includes six stages: selecting the target program, pre-testing preparation, generating test cases, executing the
target program, checking for anomalies, and classifying vulnerabilities. However, traditional fuzz testing techniques
have certain limitations. Therefore, this paper introduces reinforcement learning technology into the fuzz testing
process to study software supply chain vulnerability detection techniques based on reinforcement learning.

Il. B.Problem Modeling

Reinforcement learning problems primarily consist of three elements: states, actions, and rewards. The interaction
and influence of these three elements form the foundation of reinforcement learning problems. To use
reinforcement learning algorithms to assist in optimizing traditional fuzz testing processes, it is first necessary to
abstractly model the traditional fuzz testing process as a problem solvable by reinforcement learning algorithms.
This involves extracting the three elements—states, actions, and rewards—from the traditional fuzz testing process
and ensuring they satisfy the Markov property. This section primarily introduces the abstraction and selection
process of the three elements—states, actions, and rewards—in the modeling of fuzz testing problems based on
reinforcement learning.

Il. B. 1) Environmental conditions
In fuzz testing, the key factor affecting testing efficiency is whether mutations can generate high-quality mutation
samples. Based on this, the input samples are treated as environmental states in this problem modeling.

This paper uses a byte array method to represent the corresponding state s of the input sample data p,

where each element ¢ of s has a value range of [0, 255], and the maximum length of the array is _ ,
depending on the specific problem environment. If the length L~ of the sample data p is less than _ ,itis
padded with zeros to reach the maximum length. Then:

L _Jd ielon,] ™)
o ie(L,.L

‘max ]

According to FuzzerGym, in order to maximize the probability of finding new paths in the code, the initial seed
sample set should be empty, i.e., s =& . At the same time, in order to better utilize the existing data mutation

history experience, the system chooses to maintain an effective sample queue @ and a set of all path
information executed by existing samples p . If the sample state at time step ¢ is s, , the mutated sample state is
s,» and a new execution path p is generated during execution, it is appended to the queue (@ and the set p
is updated, and  as the state input for the next time step. Otherwise, a sample data is randomly selected from

the valid sample queue Q  as the state input for the next time step, as shown in Equation (@):
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Random _choose(Q,) p, €P
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Il. B. 2) Variation of movements
The core of the fuzz testing process lies in mutating the sample data to obtain new samples that can trigger
abnormal states in the target program.

The reinforcement learning model selects the mutation action 4 from the mutation action space according to

the strategy ~ based on the current state s, as shown in Equation (@):
a, =7n(s,) 3)

The system then performs mutation processing on the current input data state 5 based on the selected action,
as shown in Equation (4) to fully explore the environment state space and mutatlon action space, and obtain the
corresponding state ¢ of the mutated sample with higher path coverage:

s, = Mutate(s,,a,) (4)

Il. B. 3) Feedback Rewards
This paper selects edge coverage as the feedback reward calculation method in problem modeling. According to
the design of AFL, after the target program inputs the mutated sample state s, and executes, it records the

execution path information of this execution to the shared memory, denoted as A7, , as shown in Equation (H):

M, = Execute(s,) (5)

Each element m in the record represents the number of times the jump edge from a basic block 5 to another
basic block 5, has been executed.

If m >0, it means that the jump edge has been executed at least once. The subset of records that satisfy this
condition is denoted as s, , as shown in Equation (6):

M, ={m,|m,>0,i>0,m, eM,)} (6)
The feedback reward R is calculated as shown in Equation (@), which is the ratio of the jump edges traversed
by the current sample during execution to all jump edges in the target program:
3 size(M)
size(M,)

(7)

In summary, the fuzz testing process is abstracted into a problem that can be solved by reinforcement learning.
The reinforcement learning model intelligently selects actions based on the state to maximize cumulative rewards.
In the context of reinforcement learning-based fuzzy testing modeling, this means the model can intelligently select
appropriate mutation strategies based on the current input samples, ensuring that the mutated new input samples
achieve the highest edge coverage when executed in the target program. This reduces the randomness and
blindness of mutations in traditional fuzzy testing processes, improves the quality of mutation-generated samples,
and thereby enhances fuzzy testing efficiency.

Il. C.Strategy selection based on DDPG

In the above reinforcement learning-based fuzz testing problem modeling, the modeling problem has a huge
environment state space and a variable action space. In order to efficiently explore this space and improve the
problem-solving efficiency, this paper will use the DDPG algorithm to solve the problem.

Il. C. 1) DDPG Algorithm

The DDPG algorithm, also known as Deep Deterministic Policy Gradient (DDPG), is an offshoot of the Actor-Critic
(AC) algorithm and is a policy-based reinforcement learning algorithm, meaning that the policy network used to
generate actions and the value network used to evaluate actions employ different strategies. The Actor-Critic
algorithm primarily consists of two components: the Actor and the Critic. The Actor uses a policy function to
generate actions and interact with the environment, while the Critic uses a value function to calculate the value of
actions and evaluate the Actor's performance, thereby guiding the Actor's action generation in the next phase. In
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7(S,;0), respectively, where » and ¢ represent the parameters of the two neural networks.

The value network @ is updated using the temporal difference method. Since the goal is to minimize the TD
error, the loss function is defined as:

L(@)7 %[R,H + 708, 7(5,.)) ~ OS,. 4 ;) (8)

The gradient of this loss function is calculated as follows:
Vo L(@)=[R, +70(S,,,,7(S,,)) = O(S,, 4,;:0)]-V ,0(S,, 4,; 0) (9)
Then, update the parameters of the value network through gradient descent:
W< w-aoV L) (10)

For learning the policy function 1, the policy gradient method is used to update the parameters g. Since the

formula for calculating the policy gradient is difficult to solve directly, we use Monte Carlo approximation. Each time
a state s is observed from the environment, it is treated as an observation value of the random variable §. A

random action is sampled from the current policy network, i.e., 4 ~ z(-|s;0), to calculate the gradient:

g(s,a;0)0 Q_(s,a)-V,log z(a|s;0) (11)

As an approximation of the policy gradient v, (9), itis clear that g(s,a;0) is an unbiased estimate of v, ().
Substituting the value network Q(s,a;w) into the above equation yields the formula for the approximate policy
gradient:

8(s,a;0) 0 O(s,a; )V, log 7 (a | 5;6) (12)

Finally, since the approximate policy gradient is known, the parameters of the policy function can be updated
directly through gradient ascent, i.e.:

0« 0+ p-5(s,a;0) (13)

The DDPG algorithm introduces several key technologies based on the AC algorithm:

(1) Target network: In addition to the policy network and value network, a policy target network and value target
network are also introduced. The target network operates as an independent network with the same structure as
the main network, but its parameters are not entirely identical. The update of its parameters follows specific
replication rules: every ¢ steps (where (¢ is a constant), the target network is synchronized with the main
network either through direct copying (hard update) of the main network's parameters or through exponential
decay averaging (soft update).

(2) Experience replay: Also known as experience caching, this involves storing the interaction records between
the agent and the environment in a finite array of size s, which is also called the experience replay pool. These
interaction records can be repeatedly used to train the agent, thereby saving on the number of training samples.
Specifically, the trajectory quadruple (s,,a,,r,s,,) obtained from the agent's interaction with the environment is

stored in the experience replay pool, and only the latest 4 data points are retained. Once the pool is full, the
oldest data points are immediately deleted. Experience replay breaks the sequence correlation, reusing collected
experiences to achieve the same performance with fewer samples.

Traditional experience replay uses uniform random sampling; however, the importance of the obtained sample
data is not the same, and important samples need to be sampled multiple times. Therefore, scholars have
proposed priority experience replay, which assigns a weight to each quadruple and then performs non-uniform
random sampling. Typically, non-uniform sampling uses the absolute value of the TD error as the weight, i.e.:

16,10 OCsa;50)=[r +y -max s, a; @)] (14)
If the absolute value of the TD error | 5, is large, it indicates that the TD target is significantly different from the

O function, and the reinforcement learning algorithm's assessment of the true value of (s,,a;) is inaccurate.
Therefore, a higher weight should be assigned to (5;,a,57,558,,,)
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Since prioritized experience replay uses non-uniform sampling, different samples have different sampling
probabilities. Assuming that the probability of sampling the quadruple (5,,@;,7,,5,,,) is P there are generally

two ways to define it, one of which is:
p, 8, |+ (15)

Here, ¢ is a very small number used to prevent the sampling probability from approaching 0, ensuring that all
samples are drawn with a non-zero probability. Another way to define it is to first sort 10, | in descending order,

then calculate the sampling probability:

1
oc

P; rank(j)

(16)

The rank(j) is the ordinal number of |§,|. The basic principle behind these two definitions is the same,
namely that samples with larger 15,1 have a higher probability of being selected.

Il. C. 2) Variation Strategy Selection
The DDPG algorithm can analyze and process the huge state space and action space obtained from fuzzy testing
modeling, thereby achieving efficient solution of the modeling problem.

In the DDPG algorithm for solving problems obtained from fuzzy testing modeling based on reinforcement
learning, the algorithm model selects a specific data mutation strategy « based on the current input sample data
s using the strategy r learned through training. Then, based on the data mutation strategy «, the system
modifies and mutates the input sample data s and inputs it into the preprocessed target to be tested. waits for its
execution to complete and obtains the coverage reward data » and new environment state data ' returned by

the environment, thereby completing a complete interaction process. At the same time, the system updates the
model parameters and selects the strategy r . Then, the system continues the above execution steps by

assigning - ¢ until the predefined training conditions are met, completing the model training process. In this

process, the DDPG algorithm does not simply select the currently known optimal mutation strategy action when
choosing a specific mutation strategy. Instead, it introduces OU noise to explore the action space 4, thereby
balancing exploration and exploitation across the entire action space and avoiding getting stuck in a local optimum
while ignoring other potentially high-value mutation strategies - .

In summary, this paper uses the DDPG algorithm to intelligently select data mutation strategies, thereby
generating more high-quality samples and improving the efficiency of fuzz testing.

lll. Software supply chain vulnerability remediation methods based on LLM

The emergence of large language models (LLMs) has opened up new avenues for automated vulnerability repair.
However, since the code corpora used in the pre-training process of LLMs do not have security labels, the repair
programs are generated using a Top-K sorting algorithm based on probability, without considering code security
factors. To address these issues, this paper proposes a large model-based automated repair method for software
supply chain vulnerabilities.

lll. A. Data Format Definition

The dataset constructed in this paper is derived from two large-scale vulnerability repair datasets: Big-Vul and
CVEFixes. In the data format, “[INST]” and “[/INST]” denote the start and end of the model input. In the input
prompt, “instruction” refers to the instruction, which specifies the model's role and the task to be completed.
“cwe_id” denotes the CWE ID of the vulnerability code, corresponding to the vulnerability type, while
“cwe_description” provides specific details about the vulnerability type, aiding the model in understanding the
underlying principles of the vulnerability. “example” represents a repair case, illustrating the process of fixing a
vulnerability from identification to logical analysis and ultimately to repair. Different vulnerability types are
accompanied by distinct repair cases, and it also demonstrates the format of the output data. “source_code” refers
to the vulnerability code with marked vulnerability locations. For the vulnerability code format input to the model,
the vulnerability program with marked vulnerability locations is used as input. To distinguish between repair
locations, two special tokens, <BUGS> and <BUGE>, are used to mark each segment of the vulnerability code that
needs to be modified in the vulnerability program. For the data representation of the fixed program, two special
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tokens, <FIXS> and <FIXE>, are used to mark the modified code segments. Each <BUGS> and <BUGE> marked
vulnerability code segment has a corresponding <FIXS> and <FIXE> marked fixed code segment.

lll. B. Model fine-tuning

The model architecture during the fine-tuning phase follows the Llama model. To endow the model with rich
pre-trained knowledge, the weight parameters of the Deepseek model are used to initialize the Llama model as the
base model for fine-tuning. Fine-tuning is performed using the LoRA method.

The Llama model only adopts the Decoder module structure of the Transformer architecture, i.e., the decoder.
The decoder is composed of multiple layers of Llama Decoder Layers, each of which includes data normalization,
multi-head self-attention, and a feedforward neural network.

Data normalization: For input vectors x, and weight, being learnable parameters, the RMSNorm normalization

function is calculated as follows:

X

i
1 n 2
- z X +eps
nimy

Multi-head self-attention: The core component in each layer is the LlamaAttention layer. The attention calculation
formula is:

*weight.
weighnt, (17)

KT
Attention(Q,K,V) = softmax(Q

Ji

Feedforward neural network: A feedforward neural network is a multi-layer perceptron (MLP) that primarily uses
nonlinear activation functions and linear projections. The MLP module consists of multiple fully connected layers. In
LLaMA, the fully connected layers use the FFN formula with the SwiGLU activation function:

W (18)

FFN,

Wi

oy OW LV W) = (Swish (xW) @ xV)W, (19)

Among them, W, V, and W2 are the parameters of the linear layer, and the Swish activation function is expressed
as:

Swish, (x) = xo(Bx) (20)

Among them, o(x) is the Sigmoid function, and g is a learnable parameter. When g =1, the Swish function
here can be replaced by the SiLU function, resulting in the formula:

SiLU(x) = xo(x) (21)
Thus, Swishl(xW) was replaced by SiLU(xW), and the final FFN formula was obtained as follows:
FFNg, 600 (6 W VW) = (SILU (xW) @ x V)W, (22)

lll. C. Reordering Algorithm
lll. C. 1) Generating a repair program

First, the LLM uses Beam Search to generate candidate fixes. To avoid missing high-probability words that are
hidden, Beam Search uses a best-first search strategy at each time step to select the top » sequences with the
highest probability, and continues to generate using these » sequences at the next time step. » is typically
referred to as the beam width or beam size. When generating repair programs, the beam size is setto p, thereby
generating the top » candidate repair programs with the highest probabilities.

lll. C. 2) Consistency matching
Compare the p candidate fixes with the standard answer for consistency. If any of the candidate fixes match the
standard answer exactly, then that candidate fix is considered a valid fix.

For those candidate fixes that do not have samples matching the standard answer, the original vulnerability code
is repaired and replaced at the corresponding location to obtain the candidate complete fix, which is then subjected
to security sorting. This process consists of two steps: functional correctness screening and code security sorting.

8503



Research on Reinforcement Learning-Driven Software Supply Chain Vulnerability Detection and Repair Path Optimization Methods

fis
lll. C. 3) Functional Correctness Screening
For each candidate complete repair, calculate its CodeBLEU evaluation function score and perform functional
correctness screening to obtain the m candidate complete repairs that pass the screening. If no candidate
complete repairs pass the functional correctness screening, the algorithm ends. The CodeBLEU calculation
formula is as follows:

Scoreg ypry =0 B+ pB-B +y-Match,, + 6 - Match,, (23)

weight

Among them, B represents N-GramMatch(BLEU), B,... represents Weighted N-Gram Match(BLEU-weighted),
Match,, represents abstract syntax tree matching score, and Match ,, Tepresents data flow matching score.

lll. C. 4) Safety Ranking

For the m candidate complete fixes that pass the functional correctness screening, calculate their LineVul
evaluation function scores as their security coefficients. Perform a quick sort based on the security coefficients to
obtain the top j candidate complete fixes with the highest security coefficients as the final fix program, ensuring
the security of the fix program. In this paper, LineVul is used as the evaluation metric for code security. The final
score formula is:

Score,, .. = P-Pro, +q-Pro, (24)

Where Prop denotes the probability that the candidate repair program is output as a positive sample by LineVul,
and Pro, denotes the probability that the candidate repair program is output as a negative sample by LineVul.

Quick sorting process for m candidate repair programs:

(1) If m isless than or equal to f, the sorting ends.

(2) Select the benchmark element: Select the score value of the LineVul evaluation function of the first candidate
repair program among the » candidate repair programs as the benchmark element.

(3) Partitioning operation: Use two pointers, one scanning from left to right to find numbers less than the
benchmark element, and the other scanning from right to left to find numbers greater than the benchmark element.
Swap the found numbers with the benchmark element until the two pointers meet.

(4) Recursive sorting: Perform quick sort on the subarray to the left of the benchmark element, then perform
quick sort on the subarray to the right, until the entire array is sorted.

IV. Experimental verification and analysis
IV. A. Analysis of Vulnerability Mining Results
IV. A. 1) Test Set
LAVA is a technique for inserting vulnerabilities and faults into programs. LAVA technology is widely used to
construct effect evaluation test sets for various types of fuzz testing. The LAVA-M dataset is a dataset obtained by
inserting faults into four programs (uniq, who, md5sum, and base64) using LAVA technology. It is a widely used
effect evaluation test set in the field of fuzz testing.

In addition, two real programs were selected for crash reproduction in the testing: GNU Binutils is a collection of
binary analysis tools for the Linux platform. Lib PNG is a relatively low-level image library for reading and writing
PNG files, with nearly 500,000 lines of code.

IV. A. 2) LAVA-M Test

This test will compare the performance of AFL, AFLGO, and the proposed method in LAVA-M, evaluating the
efficiency of each tool in detecting vulnerabilities given a target node. The test will be repeated 15 times, with each
run lasting 20 hours. The proposed method uses coverage count, average discovery time, and performance gain
as primary metrics. Coverage count measures the number of unique crashes covering the target node, where a
unique crash refers to a path that triggers the crash and introduces new nodes. The average discovery time
represents the average time taken to cover the target node. Performance gain is calculated as the ratio of the
average discovery time of AFL or AFLGO to the average discovery time of the proposed method.

Table ﬂ shows the test results of various fuzz testing tools on the LAVA-M dataset. The proposed method
achieves the fastest coverage of the target site. Compared to the non-directed fuzz tester AFL, the average speed
of reaching the target site (i.e., the average performance gain) improved by 3.43 times, and compared to the
directed fuzz tester AFLGO, the average speed of reaching the target site improved by 1.45 times. In terms of
coverage count, both the directed AFLGO and the proposed method outperform AFL, demonstrating the
advantage of directed fuzz testing in vulnerability reproduction. The small difference in test results is because the
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number of inputs that can cause the target node to crash is limited, and the program size is not very large, so within
20 hours, both AFL and AFLGO are highly likely to obtain the majority of valid crash inputs.

Table 1: Experiment results on the LAVA-M dataset

Test object Tools Coverage times Average discovery time/s Performance gain

AFL 4 69126 3.74

who AFLGO 5 29466 1.59
Our method 7 18502 —

AFL 5 4035 4.76

base64 AFLGO 6 1604 1.89
Our method 6 848 —

AFL 5 68158 1.77

md5sum AFLGO 5 43090 1.12
Our method 6 38522 —

AFL 6 52551 3.46

uniq AFLGO 8 18097 1.19
Our method 8 15192 —

IV. A. 3) CVE Vulnerability Testing

To reflect the actual situation, this test selected eight reproducible CVE vulnerabilities from the vulnerability reports
of Lib PNG and Binutils, and conducted 10 repeated experiments to obtain the average results. These
vulnerabilities can be identified by their CVE numbers.

Table 2| presents the experimental results of various fuzz testing tools in terms of reproducing real vulnerabilities.
The primary metrics for evaluating the performance of fuzz testing tools include average discovery time,
performance gain, and P-value (the probability of observing results more extreme than the obtained sample
observations when the null hypothesis is true). The P-value measures the degree of mismatch between the sample
data and a given statistical model. In multiple experiments, a P-value less than 0.05 is generally considered to
indicate a low probability of unexpected results due to chance, and the difference between the two is significant
and stable. Since AFLGO and the fuzzy testing scheme in this paper are both directional fuzzy testing, the
P-values between the scheme in this paper and AFLGO are provided in the results to demonstrate the superior
performance of the scheme in this paper.

From the comparison test results of LibPNG and Binutils, it can be seen that in the reproduction of the
aforementioned vulnerabilities, the proposed scheme performs better, with an average speed improvement of 3.67
times compared to AFL and 1.84 times compared to AFLGO. This indicates that the proposed scheme has
stronger adaptability and specificity, enabling it to complete fuzz testing with higher efficiency under user-specified
target nodes and achieve vulnerability mining in the software supply chain. Compared with the test results on the
LAVA-M dataset, the proposed method achieves higher performance gains than AFL and AFLGO, demonstrating
its superior performance in complex real-world environments.

For the vulnerabilites CVE-2016-4491 and CVE-2016-6131, the proposed method exhibits a more significant
advantage over AFL and AFLGO. From the average discovery time, it can be seen that these two vulnerabilities
are relatively complex and difficult to detect, requiring more time to explore. This reflects that the proposed method,
through deep reinforcement learning, can more effectively select test samples, making the fuzz testing process
more targeted and efficient. Additionally, the p-values obtained by comparing with AFLGO are all below 0.05,
indicating that the proposed method has strong stability.

IV. B. Analysis of Vulnerability Fix Effectiveness

IV. B. 1) Experimental Data

This paper obtains defects from two publicly available vulnerability datasets, Big-Vul and CVEFixes, and constructs
an experimental dataset. The Big-Vul dataset crawls the CVE database to obtain information such as CVE-ID, CVE
severity scores, and CVE summaries. CVEFixes directly crawls vulnerabilities from the US National Database and
changes the data source and retrieval time range.

IV. B. 2) Evaluation Indicators

Since this paper deals with vulnerability repair location identification and vulnerability repair, the evaluation
indicators in this paper include repair location identification effectiveness evaluation indicators and vulnerability
repair effectiveness evaluation indicators.
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Table 2: Experiment results on the crash reproduction

AFL AFLGO Our method
CVE Averag.e discovery Performance gain Averag.e discovery Performance gain Averag.e discovery P value
time/s time/s time/s
CVE-2016-4487 844 2.45 523 1.52 345 0.034
CVE-2016-4488 1666 3.40 917 1.87 490 0.006
CVE-2016-4489 1335 3.35 688 1.72 399 0.024
CVE-2016-4491 31694 2.95 28105 2.61 10760 0.009
CVE-2016-4492 953 2.45 672 1.73 389 0.042
CVE-2016-6131 33932 3.45 21293 217 9831 0.011
CVE-2011-2501 2207 4.54 686 1.41 486 0.008
CVE-2011-3328 12873 6.74 3256 1.70 1910 0.014

(1) Repair location identification effectiveness evaluation indicators

When evaluating the effectiveness of repair location positioning, this paper uses recall rate @Top-n and MFR
(mean first rank) as metrics. Recall rate @Top-n is a commonly used evaluation metric in defect localization. This
paper references its definition to assess the effectiveness of repair location localization, measuring the extent to
which the standard answer appears among the top » items in the prediction list. The smaller the value of =, the
more accurate the defect localization results. In this paper's experiments, the values of » selected are 1, 5, 10,
and all. A higher Recall Rate @ Top-n value indicates better defect localization performance. Recall Rate @ Top-all
is denoted as Recall Rate. MFR is used to calculate the average rank value of the first defect code element in the
predicted list of suspicious code elements. A lower MFR value indicates higher defect localization accuracy.

(2) Repair Effect Evaluation Metrics

This paper adopts the recall rate, a common metric in the field of defect repair, as the evaluation metric.
Additionally, to more fully measure the effectiveness of patch generation, the recall rate @Top-n, a commonly used
evaluation metric in the field of automatic program repair, is also adopted. This metric measures the prevalence of
the standard answer among the top » items in the prediction list.

IV. B. 3) Comparison of experimental results
This paper compares the performance of the LLM-based software supply chain vulnerability repair method with
three baseline methods on a dataset. The comparison results between the proposed method and the baseline
methods are shown in Figure 1. Compared with the baseline methods, the proposed LLM-based software supply
chain vulnerability repair method demonstrates significant performance improvements. Specifically, in terms of
recall, the recall rate of the proposed method reached 33.27%, representing improvements of 142.49%, 92.87%,
and 39.38% over the baseline methods VRepair, VulRepair, and CotRepair, respectively. This means that the
proposed method can generate 142.49%, 92.87%, and 39.38% more correct repair programs compared to the
baseline methods. In terms of recall rate @Top-1, the proposed method achieved improvement rates of 250.50%,
86.28%, and 36.15% compared to the baseline methods VRepair, VulRepair, and CotRepair, respectively. Similarly,
the proposed method also outperformed the baseline methods in terms of recall rate @Top-5 and recall rate
@Top-10. This paper also uses the Wilcoxon signed-rank test to examine whether there are significant differences
in the rankings of effective repair programs in the prediction results between this method and each baseline
method, in order to verify whether there are significant differences in repair performance between this method and
each baseline method. The evaluation results show that the p-values between this method and each baseline
method are all less than 0.01, indicating that the performance differences between this method and each model are
highly significant.

In summary, for software supply chain vulnerability programs, the LLM-based software supply chain vulnerability
repair method proposed in this paper can effectively repair defects and significantly outperforms the baseline
methods.
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Figure 1: The repair performance comparison results of the method and the baseline method

IV. B. 4) Repair location prediction
Accurate vulnerability repair requires precise identification of the repair location. The prediction accuracy of various

methods for repair locations is shown in Figure @ Compared to the baseline method, the method proposed in this
paper can more accurately capture the location of defects in the code. Specifically, the recall rate for the repair
location using the method proposed in this paper is 52.39%, meaning that, without considering the correctness of
the repair program, 52.39% of the repair programs generated by the method proposed in this paper were modified
at the correct repair location. The recall rates for VRepair, VulRepair, and CotRepair are 19.25%, 41.54%, and
34.81%, respectively. Meanwhile, the proposed method also shows a significant improvement in the MFR metric
compared to the baseline method. Compared to VulRepair, which currently performs well, the proposed method
reduces the MFR metric by 19.53%, indicating that it can more accurately predict the locations of defects in
vulnerable code.
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Figure 2: The prediction effect of all parties on repair location

IV. B. 5) Impact of defect types

Figure 3 shows the performance of the method described in this paper on the 10 most frequently occurring
vulnerability categories. The method performed best on CWE-264 vulnerabilities, achieving a recall rate of 45.75%,
and fixed 44.94%, 35.74%, and 35.09% of vulnerabilities in CWE-190, CWE-399, and CWE-416, respectively. The
worst performance was observed for CWE-476 and CWE-20, with only 20.83% and 24.52% of vulnerabilities fixed,
respectively. Overall, the recall rate was 33.23%, while the recall rate of the method described in this paper on the
full dataset was 33.27%, with a small difference in recall rate compared to the top 10 most frequently occurring
vulnerability categories. This means that the method described in this paper performs similarly on less frequently
occurring vulnerability categories as it does on the most frequently occurring ones, indicating that it can learn
vulnerability repair methods without requiring a large amount of vulnerability data.
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Figure 3: Performance of the 10 highest frequency vulnerabilities

IV. B. 6) Impact of Vulnerability Length

Figure W shows the performance of each method on vulnerability programs of different lengths. Overall, the
performance of VRepair, VulRepair, CotRepair, and the method described in this paper decreases as the length of
the vulnerability program and the number of defective lines increase. Among vulnerability programs shorter than
100 lines, VulRepair, CotRepair, and the method proposed in this paper repaired 44.67%, 46.05%, and 59.57% of
the vulnerability programs, respectively. For vulnerability programs with lengths between 300 and 400 lines, they
repaired 16.75%, 18.08%, and 38.09% of the vulnerability programs, respectively. Compared to VRepair, VulRepair,
and CotRepair, the method proposed in this paper shows a more significant performance improvement on longer
vulnerability programs. Specifically, compared to VRepair, VulRepair, and CotRepair, the proposed method
achieved improvements of 77.03%, 33.36%, and 29.36%, respectively, for vulnerability programs with lengths of 0—
100, and improvements of 168.98%, 74.91%, and 52.18%, respectively, for vulnerability programs with lengths of
401-500.

Additionally, this paper investigates the complexity of vulnerability repair by analyzing the average number of
defective lines in vulnerability programs of different lengths. The study found that in vulnerability programs with
lengths ranging from 0 to 100, the average number of lines involved in vulnerabilities was only 1.49, while in
vulnerability programs with lengths ranging from 300 to 400, the average number of lines involved in vulnerabilities
was 2.61. This indicates that as the average length of vulnerabilities increases, the average number of defect lines
also significantly increases, leading to a corresponding increase in the difficulty of vulnerability repair. Therefore,
the performance of various software supply chain vulnerability repair methods decreases as the average number of
defect lines increases. To investigate the effectiveness of the proposed method in addressing multi-line defects, its
performance was evaluated on vulnerabilities with more than one defect line. The evaluation results showed that
the proposed method achieved a recall rate of 19.45% in this scenario, indicating that it can still accurately identify
and address vulnerability locations even in cases of multi-line defects.
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Figure 4: The performance of each algorithm on different length vulnerability program

V. Conclusion

The development of network information technology has led to an increase in the scale of software, while the
likelihood of code containing vulnerabilities has also risen. This study investigates software supply chain
vulnerability detection methods based on fuzz testing technology, constructs a fuzz testing method based on
reinforcement learning, and combines it with large language models to propose a software supply chain
vulnerability repair method. Through experiments, the effectiveness of the proposed vulnerability detection and
repair methods is verified, with the main results as follows:

(1) In tests on the LAVA-M dataset, the proposed vulnerability detection method achieves faster target site
coverage speeds, outperforming the AFL and AFLGO methods by 3.43 times and 1.45 times, respectively. In terms
of reproducing real vulnerabilities, the proposed method identifies target vulnerabilities on average 3.67 times and
1.84 times faster, indicating significant improvements in guidance and targeting capabilities, enabling rapid
identification of potential vulnerability paths.

(2) The results of multiple metrics for the paper's LLM-based vulnerability repair method outperform other
methods, with recall rates 39.38% to 142.49% higher, and significant differences of over 1% compared to other
methods. In the repair programs generated by this method, the recall rate for predicting repair locations reached
52.39%, while the MFR metric decreased by 19.53% compared to VulRepair, demonstrating excellent performance
in predicting the repair locations of vulnerability code. Additionally, under different vulnerability types and program
lengths, it exhibited better repair effects than other methods.

Fuzz testing, as a vulnerability detection method, can efficiently identify vulnerabilities in software compared to
manual code audit-based vulnerability detection methods. This paper optimizes fuzz testing technology using the
DDPG reinforcement learning algorithm and constructs an automated vulnerability repair path for the software
supply chain, providing security assurance for deploying vulnerability detection and security protection tools across
all stages of the software supply chain process.
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