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Abstract This paper presented the technology of intelligent contracts as a means of achieving transparency in
information data. An intelligent contract can enable data transfer transparency and traceability, automatically
adhere to predetermined criteria, and provide better control and transparency over the data transmission and
storage process. The study used the Enron Email Dataset to confirm that the suggested approach works as
intended. This paradigm offered a number of advantages over conventional digital signature techniques like RSA.
This approach enhanced data transmission integrity and transparency while guaranteeing the security and
dependability of information transfer and storage.

Index Terms Information Data Flow, Risk of Data Tampering, Information Transparency, Blockchain Technology,
Smart Contract Technology

. Introduction

In today’s digital information environments, seamless data flow and sharing are crucial across many different
sectors [1]. However, there are a number of disadvantages to conventional data flow methods, such as a lack of
transparency [2] and the potential for manipulation [3].

Research has examined digital signature algorithms, particularly the RSA method, to verify the validity and
integrity of data [4]. In particular, Badawy M’s research demonstrates the level of security achievable for Internet of
Things (IoT) networks and investigates the possibility of using RSA as a stream key generator [5], [6].

The immutability of blockchain technology may help to assure data integrity and authenticity [7], [8].
Researchers such as Zhaofeng M, who have studied the application of these approaches to address trust and
security concerns in the management of enormous data from the Internet of Things, have proposed a
blockchain-based decentralized trust management approach for loT big data licensing [9]. Additionally, this study
highlighted smart contract technology as a revolutionary element that generates enforceable policies and
guidelines that support the traceability and openness of information data. The practical application of this approach
is exemplified in Yang X’s suggestion of a blockchain-based traceability system for storing and retrieving product
data in the agricultural supply chain [10].

Il. Construction of Information Data Flow Verification Model

Il. A.Blockchain Technology

Blockchain technology is a distributed database technology [11]. The implementation process is shown in formula
1.

Block = H(Data+ Previous_Hash) (1)

current

Here, Block .. IS the hash value of the current block, H() is a hash function, Data is the data stored in the
block, and Previous_Hash is the hash value of the previous block. In this way, each block contains the hash value
of the previous block, forming a chain structure. Due to the immutability of the blockchain, any tampering with
stored data can cause the consistency of the blockchain to be compromised, making it detectable. In addition, the
distributed storage characteristics of blockchain can be utilized to ensure the reliability of data. Data is stored in a
distributed manner on multiple nodes in a blockchain network, rather than being centrally stored on a single
centralized server. This distributed storage method can be represented by formula 2.

Storage_Node_i = %x Total_Data (2)
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Among them, Storage Node_ i represents the amount of data stored by the i-th node, N is the number of
nodes in the grid, and Total Data is the total amount of data in the system. This distributed storage method

increases data redundancy, improves system reliability and resistance to attacks. Even if one node fails or is
attacked, other nodes can still provide normal services, ensuring data reliability.

Information Data Flow Verification Model under Blockchain Technology

Il. B.Smart Contracts Achieve Information Transparency

Smart contracts are based on blockchain based automated computer programs that can execute pre encoded logic
without the need for third-party intervention. In the flow of information data, smart contracts can ensure the
transparency, integrity, and traceability of data transmission. Firstly, the smart contract ensures the compliance of
data transmission by executing specific verification rules. A data transmission rule R is set, and during the
transmission process, the smart contract can verify whether the transmitted data complies with the rules through
condition formula 3.

if Condition=R: Transfer Data (3)

Among them, Condition is the agreed rule condition. If the transmission rule R is met, the data can be
transmitted according to Transfer Data’s requirements. Secondly, to ensure transparency in data transmission,
smart contracts record detailed information for each transmission, including the sender, receiver, and the content of
the transmitted data.

Transaction Record = Sender + Receiver + Data 4)

The implementation process is shown in formula H

Contract Log= Action Log + Execution Result (5)

Among them, Contract Log is the log record of the smart contract, which includes all operations and results
during the execution of the smart contract; Action Log is the log of specific actions or operations recorded during
the execution of the smart contract, which includes every operation that occurs in the contract. Execution Result is
the result record of smart contract execution, which records the final result or status of the smart contract during the
execution process. This recording method makes the system’s operations and results auditable, and any results
and related operations of contract execution can be audited and traced.

lll. Model Evaluation
lll. A. Experimental Setup
(1) Experimental environment configuration

The operating environment for this experiment is the Ubuntu 20.04 LTS operating system, running on the Intel
Core i7-8700 processor (3.70GHz) and equipped with 16GB of memory. It adopts Ethereum as the blockchain
platform, and the development language for smart contracts is Solidity. Remix ID is used as the programming tool
for writing and deploying smart contracts for model training and evaluation.

(2) Dataset selection

This article selected Enron Email Dataset as the main dataset for this experiment, which includes 100000 types
of data such as emails and documents. Each data record includes fields such as sender, receiver, email content,
and timestamp.

lll. B. Experimental Results

lll. B. 1) Data Integrity Verification Experiment

5000 data records were chosen at random for data integrity verification from the Enron Email Dataset dataset,
which consists of two categories of information data: email data and document data. Table m displays the recall,
accuracy, and precision numbers for each algorithm model for this example data in this research. The statistics in
Table m are examined in this article. The system model has obtained good accuracy, recall, and precision scores,
ranging from 0.91 to 0.97, for both email and document data types. The accuracy, recall, and precision of the
conventional algorithm models—RSA (Rivest-Shamir-Adleman), DSA (Digital Signature Algorithm), and ECDSA
(Elliptic Curve Digital Signature Algorithm)—range from 0.68 to 0.91, indicating poorer performance.
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Table 1: Comparison of data integrity validation results between the paper’s system model and traditional

algorithms
Model Data type Accuracy Recall Precision
The system model of this article Email data 0.93 0.91 0.95
The system model of this article Document data 0.96 0.95 0.97
RSA Email data 0.88 0.86 0.90
RSA Document data 0.89 0.88 0.91
DSA Email data 0.70 0.68 0.72
DSA Document data 0.75 0.73 0.77
ECDSA Email data 0.82 0.80 0.84
ECDSA Document data 0.84 0.82 0.86

This research computed the average accuracy, recall, and precision of each algorithm model for these two data

kinds in order to observe the performance of the system model in data integrity verification more intuitively in
comparison to standard algorithm models (RSA, DSA, and ECDSA). Figure [1 displays the results of the calculation.
It is evident from the data in Figure ﬂ that the system model exhibits the highest average accuracy of 0.945 for the
average accuracy. The paper’s system model outperforms other standard algorithm models in data integrity
verification, as evidenced by the lower average accuracy of RSA, DSA, and ECDSA, which are 0.885, 0.725, and
0.83, respectively.

Comparison of average accuracy, recall, and precision of different models
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Figure 1: Comparison of average accuracy, recall, and accuracy of different models

lll. B.2) Comparative Experiment on Transparency and Auditability of Information Transmission

Transparency and auditability were utilized as evaluation indicators in this experiment to assess the information
transmission’s transparency and auditability in this system paradigm. This work acquired the evaluation index
results of each model by contrasting the performance of the system model with traditional algorithm models (RSA,
DSA, and ECDSA) on various sample data kinds, as indicated in Table @ Table 2's third column displays each
model’s information transmission transparency for various data kinds, including email and document data.
Compared with other conventional models, this system model has substantially greater transparency values, with
email data and document data having transparency values of 93% and 95%, respectively.

Table 2: Comparative experimental results of information transmission transparency and auditability

Model Data type Transparency Audibility
The system model of this article Email data 93% 92%
The system model of this article Document data 95% 94%
RSA Email data 85% 84%
RSA Document data 88% 87%
DSA Email data 72% 74%
DSA Document data 75% 76%
ECDSA Email data 81% 83%
ECDSA Document data 82% 84%
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Next, in order to evaluate the comprehensive performance of the paper’s system model in terms of information
transmission transparency and auditability for different data types, this paper calculated the average transparency
and auditability evaluation indicators of each algorithm model for these two data types (email data and document
data). After calculation, the average transparency and auditability values of the system model are 94% and 93%,
respectively. The average transparency and auditability values of the RSA traditional algorithm model are 86.5%
and 85.5%, respectively, while the average transparency and auditability values of the DSA traditional algorithm
model are 73.5% and 75%, respectively. The average transparency and auditability values of the traditional
ECDSA algorithm model are 81.5% and 83.5%, respectively. This article can plot these data as shown in Figure @
From Figure 2, it can be intuitively seen that the system model has the highest average transparency value and
average auditability value (94%, 93%) compared to other traditional algorithm models. Compared to the traditional
RSA algorithm model, it has increased the average transparency value and average auditability value by 7.5%.
These data demonstrate that the system model performs the best in terms of transparency and auditability in
information transmission when facing different data types. It is not affected by the data type.

Information Data Flow Verification Model under Blockchain Technology
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Figure 2: Comparison of average transparency and auditability among different models

IV. Conclusions

This article constructed a blockchain based information data flow verification model to effectively address the risks
of data tampering and insufficient transparency in traditional data flow. In order to verify the performance of the
system model, a comparative analysis was conducted with traditional algorithms in terms of data integrity
verification, information transmission transparency, and auditability. The experimental results show that the system
model exhibits higher accuracy, recall, and precision in data integrity verification. In terms of information
transmission transparency and auditability, this system model provides a higher level of transparency and
auditability. However, further consideration is needed in this study regarding dataset size, security, and the
scalability of the model in practical scenarios. Future research directions include optimizing model performance,
improving system security, and applying the model to a wider range of practical application scenarios.
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