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Abstract This paper proposes a collaborative framework integrating blockchain encryption and decision tree 
optimization for the problems of data fragmentation, high security risk and low classification efficiency in unmanned 
equipment environment sensing system. First, a blockchain data security system based on homomorphic encryption 
is constructed to prevent data monopoly through distributed bookkeeping and key management; second, a decision 
tree model applicable to blockchain nodes is designed, and a buffer null node mechanism is introduced to solve the 
problem of local fragmentation and enhance the robustness of classification. Further, improve the PBFT consensus 
mechanism, use the C4.5 decision tree to realize node trust evaluation and differential voting weight allocation, and 
set the consensus threshold to 50% of the total weight. Finally, the environment-aware capability requirement is 
refined based on DoDAF multi-view. Experiments show that the data throughput of the optimized decision tree 
reaches 288.29 × 10⁵ byte at an execution time of 100s on the Nursery and Mushroom datasets, which is a 50.6% 
improvement over the optimal comparison algorithm. The number of threads is 0.979 at a data parallelism of 10, 
with a 32% reduction in volatility. Instruction data encryption security averages 98.56%, an improvement of 4.71 to 
7.43% over DES and RSA. The encryption takes only 398.3ms (2.0GB data), which is 2.8 times more efficient than 
RSA. 
 
Index Terms unmanned equipment environment sensing, blockchain encryption, decision tree optimization, PBFT, 
consensus mechanism 

I. Introduction 
The new round of scientific and technological revolution and industrial change led by artificial intelligence has 
promoted the leapfrog development of equipment, and the degree of intelligence of new unmanned equipment has 
been deepening. However, in contrast to the increasing maturity of intelligent unmanned system technology, the 
design technology of environment sensing system is extremely unsound, which limits the improvement of 
environment sensing precision and capability of intelligent unmanned system, and also restricts the comparison 
between the performance of products from different research institutions [1]-[4]. For this reason, some scholars 
have proposed that the environment sensing technology, which is jointly promoted by intelligent sensing and 
intelligent algorithms and other technologies, is the main reason for the rapid development of intelligent unmanned 
systems [5]. 

The environment sensing system is an important component of intelligent unmanned systems, and the main task 
is to model the environment in which the intelligent unmanned system is located, and provide a reliable environment 
representation for the subsequent planning and control tasks [6]. Intelligent unmanned systems generate a large 
amount of raw sensor data during operation, especially with the continuous enrichment of the sensor configuration 
of intelligent unmanned systems, the raw sensor data such as images, point clouds, and other sensor raw data 
grows in a blowout manner and is characterized by a large amount of data and a low value density [7]-[10]. Therefore, 
effectively utilizing massive multimodal data and carrying out data privacy protection become the basis for 
environmental sensing systems to obtain high reliability and generalization capability [11], [12]. In practical 
deployment, blockchain-based decision tree optimization model can efficiently refine high-value data from large-
scale raw data, and combine with data encryption algorithms to construct high-value data environment sensing 
model, which becomes the key to improve the adaptive capability of environment sensing system [13]-[16]. 

In this paper, an innovative method system integrating blockchain technology and decision tree optimization is 
proposed and studied in depth, aiming to construct a secure, efficient and trustworthy unmanned equipment 
environment sensing data processing and decision-making framework. First, a data encryption and decision tree 
optimization scheme based on the blockchain framework is proposed to address the security risks and processing 
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efficiency problems caused by the fragmented distribution of sensory data. The data encryption mechanism under 
the blockchain framework is constructed, homomorphic encryption technology is used to process node data, key 
management system is set up, distributed bookkeeping is utilized to avoid data monopoly, and cloud storage is 
combined to enhance security and capacity. It also designs and optimizes the decision tree model applicable to the 
blockchain environment, focusing on solving the big data classification problem. Secondly, in order to improve the 
consensus efficiency and security of the blockchain-based distributed sensing system, a PBFT optimization strategy 
based on C4.5 decision tree is studied. The strategy applies the aforementioned optimized decision tree model to 
the classification of consensus node trust evaluation. The nodes are numbered according to their trust level and the 
concept of differentiated voting power value is introduced. On this basis, the PBFT consensus process is optimized 
by adding an initialization phase before the traditional three-phase protocol, using the C4.5 decision tree to assess 
the node trust degree and assign the weight value and elect the master node. Finally, in order to ensure that the 
above technical solutions closely serve the actual needs, the unmanned equipment environment sensing capability 
requirements are systematically acquired. Finally, the capability requirements are refined into specific hardware, 
software and other system-level requirements in a system perspective. 

II. Blockchain-based decision tree optimization in unmanned equipment environment 
sensing system 

II. A. Blockchain-based Decision Tree Optimization for Big Data Classification Algorithm Application 
Measures 

II. A. 1) Encryption measures for data information under the blockchain framework 
In China, in the field of communication, e-commerce and finance, data are characterized by a certain fragmented 
distribution, which makes it more difficult to process data and information, and it is easy for hidden malicious attack 
data to appear, posing a threat to users' data security and privacy security. Therefore, before adopting the relevant 
big data classification algorithms, it is necessary to construct the corresponding blockchain framework, use the 
technology of homomorphic encryption to carry out data encryption processing, set up the key in terms of the data 
nodes of different stakeholders, synchronize all kinds of data to be sent to the cloud system, reasonably set up the 
bookkeeping nodes in the alliance supply chain network platform, and ensure that each node is configured with an 
independent public key and a private key to perfect the data encryption mode. At the same time, make each node 
supervise each other to avoid the problem of data monopolization, the specific data encryption model is shown in 
Figure 1. 
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Figure 1: Data encryption mode under the blockchain framework 

The encrypted processing of various types of data and information within the blockchain framework is mainly 
carried out by means of distributed forms and cryptographic technological measures, connecting various types of 
servers to each other, and carrying out the recording of different data through different blocks. Among them, the 
application of distributed bookkeeping technology can avoid the problem of over-reliance on specific servers, and 
prevent the problem of data monopoly through the form of decentralization. At the same time, the overall 
bookkeeping nodes store the data information of all blockchain enterprises, data sharing pathways, etc., and the 
overall data security can be improved through the hash function. In addition, in the process of storing data and 
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information, the cloud system can be used as the mainstream storage platform to increase the capacity of data 
storage, improve the overall data security, reduce the cost of storage, and safeguard the privacy and security of 
various types of user data. 

 
II. A. 2) Construction of decision tree models 
During the adoption of big data classification and calculation technology, the problem should be considered from a 
global point of view, to find the optimal data content, to improve the accuracy and efficiency of data classification, 
and the decision tree algorithm belongs to an important part of the development process of China's artificial 
intelligence technology, which can comprehensively excavate the training and rules of sample data with no rules 
and no order, to form the corresponding mathematical analysis model, and to obtain the most basic data 
classification rules. Afterwards, it carries out the prediction and classification processing of various data sets. In the 
framework system of blockchain, a diversified decision tree model can be constructed to synchronize and efficiently 
classify data by combining the distribution characteristics of each node and the actual situation. In order to ensure 
the effect of decision tree model construction, it is necessary to first carry out the generation of candidate splitting 
points, specify the best data splitting time in each node, and then take the best data classification point as the core 
part to achieve the purpose of big data classification, and finally carry out iterative updating of the model to optimize 
the model performance. In this process, node splitting is the basis of the gain rate analysis and information entropy 
processing of big data sample data information, so it is necessary to focus on clarifying the measures of node 
splitting, and the node splitting of big data is shown in Figure 2. 
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Figure 2: Node splitting of big data 

In the process of overall practical operation, the number of big data and training samples waiting to be classified 

should be set to M , and the number of nodes in the blockchain should be maintained in the same state, and the 
overall number of training and type should be S , which should be labeled as 1 2, , , sM M M , and assuming that 

there is an attribute of any property within the training set is T , and there are p  attribute data values, which should 

be labeled as 1 2, , , pT T T , and the number of samples corresponding to the attribute data values 1T . attribute data 

values, which are labeled as 1 2, , , pT T T , the number of samples that correspond to the attribute data value 1T  is 

i
TM , and the number of samples where the attribute takes the value of j  is 

i

j
TM , where the interval of the data 

value of i  is [1, ]p , then under the framework of blockchain, the The information entropy of the set of training 

samples within the big data set can then be calculated according to Equation (1): 
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The attribute T  is added within the feature data set and calculated according to equation (2): 
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After completing the operation the information gain rate is expressed using equation (3): 
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Therefore, in practice, it is necessary to ensure the integrity of the information entropy and information 
classification attributes of the overall decision tree model, and scientifically optimize and process various decision 
tree models, so as to prevent classification problems from the fundamental level. At the same time, due to the 
phenomenon that local node splitting may be blocked in the process of application of the model, in order not to 
affect the normal data splitting of other nodes, the decision tree algorithm technology should be optimized, and the 
buffer empty nodes should be set in advance within the overall framework of the blockchain, and the number of 
node attributes used for data segmentation should be set to k , and the number of sub-nodes should be set up 

1k   in the process of optimization. This sub-node can classify and input data into an empty node according to the 
currently known attributes, so as to avoid the problem of classification interruption. 

 
II. B. Research on PBET optimization strategy based on C4.5 decision tree 
In terms of the operating principle of C4.5 decision tree, it is itself a tailor-made classification method for data 
classification. Therefore, it is extremely meaningful to apply it to classify and evaluate all consensus nodes before 
the execution of the PBFT protocol. Classification based on the consensus node trust evaluation classifies the R  

consensus nodes in the blockchain network, which are sequentially numbered  0, , 1R   according to the trust 

level, and if the current master node is invalidated or overthrown, then Equation (4) is used to re-select the master 
node. 

 modp v R  (4) 

In addition, on the basis of using C4.5 decision tree to evaluate and classify the trust degree of consensus nodes 
in the blockchain network, this paper draws on the research idea of Tendermint algorithm: introducing the concept 
of voting right value, adopting the idea of “the better the trust degree, the greater the value of the voting right”, in 
order to reflect the difference between the consensus nodes. For the convenience of research, the following is the 
definition of the consensus node's voting right value: 

Definition 1 (Voting Weight Value) In a blockchain network with R  number of consensus nodes, the reliability 

and responsiveness of the verification messages provided by node k  during the consistency consensus validation 
process is expressed in the form of a voting weight value, denoted as kWeight , which is shown in Eqn. (5), and 

1
0,

3kWeight
  
 

. 

  1
; | 0 | | 1

3kWeight k k R
k

   


 (5) 

Then, the sum of the voting power values of all consensus nodes in the blockchain, denoted as weightSUM , is: 
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Here, this paper draws on the research method of PoW consensus algorithm, adopts the idea of “minority to 
majority”, and sets the voting right value threshold thresholdWeight  to be 0.5 times of the total voting right value, i.e. 

2
weight

threshold

SUM
Weight  . 

In this paper, the optimized PBFT consensus algorithm keeps the original three-stage broadcast protocol 
unchanged, and adds an initialization process before the three-stage protocol is executed, and the optimized 
consensus process of the PBFT algorithm is shown in Figure 3 below. Since the number of all consensus nodes 
during the operation of the PBFT consensus algorithm is fixed, it does not support dynamic free accession or 
withdrawal. Therefore, the initialization phase (Init) starts executing only when a new node joins or an old node exits. 

Request Pre-prepare CommitPrepare ReplyInit(C4.5)
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Figure 3: The consensus process of the optimized PBFT algorithm 

(1) Initialization phase: the consensus nodes in the blockchain network are evaluated for trust degree by C4.5 
decision tree classification model. Assign numbers to all consensus nodes according to the result of trust evaluation, 
and give corresponding voting power values. The master node p  is elected based on Equation (4), and if the 
master node p  in the current view v  is in error, Equation (4) is used again for the operation of switching the 
master node. At this point, the initialization of consensus nodes in the blockchain network is completed. If no new 
node joins or the old node exits, the blockchain system will not restart the consensus node trust evaluation 
classification operation. 

(2) Pre-preparation phase: the master node assigns proposal number n   to the received client request and 
multicasts a list of pre-preparation messages _ , , , ,PRE PREPARE v n digest message    to each slave node. Where 

message is the client's request message and digest is the message digest. 
(3) Preparation phase: after receiving the list of pre-prepared messages from the master node, the slave node 

starts to verify the legitimacy of the message digest and ensures that the proposal number n  satisfies the value 
range of the waterline. If the verification passes, it multicasts the prepared message 

, , , , , kPREPARE v n digest k Weight    with its own voting weight value to the whole network and writes the pre-

prepared and prepared messages to the message log; otherwise, the slave node does not do anything. The 
consensus node collects the ready messages from other nodes, and if the consensus node gathers more than 

thresholdWeight  ready messages (which also contains its own voting weight value), the node enters the ready state; 

otherwise, it sends the consistency consensus validation failure message , , , , , kFAILURE v t c k Weight    to the 

client c . 
(4) Confirmation phase: a consensus node that enters the ready state multicasts a confirmation message 

, , , ( ), , kCOMMIT v n D m k Weight    with its own voting weight to the whole network, and collects confirmation 

messages from other nodes. If a consensus node collects more than thresholdWeight  confirmation messages (which 

also contain its own voting weight value), the node enters the commit state, executes the client's request, and finally 
returns the successfully processed result , , , , , , kSUCCESS v t c r k Weight    to the client c  , where r   is the final 

execution Otherwise, the message , , , , , kFAILURE v t c k Weight    is sent to the client c   if the consistency 

consensus validation fails. 
II. C. Demand Acquisition of Environmental Awareness Capability Based on DoDAF Perspective 
The ultimate goal of the aforementioned blockchain-based decision tree optimization algorithm and consensus 
mechanism improvement strategy is to empower the unmanned equipment environment sensing system to meet 
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the complex and changing needs. Therefore, in order to ensure the relevance and effectiveness of the technical 
solution, it is necessary to first clearly define the required environmental sensing capabilities of unmanned 
equipment. Based on the DoDAF multi-perspective methodology, this section systematically carries out the 
requirement acquisition and analysis of environmental awareness capabilities. 

By analyzing the environment perception mission and its realization process, the requirements for environment 
perception-related capabilities of ground unmanned equipment are analyzed from the operational perspective, 
capability perspective, and system perspective, respectively. The DoDAF-based requirement analysis method is 
shown in Figure 4. 
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Figure 4: Demand analysis method based on DoDAF 

Based on the DoDAF multi-view method, Figure 5 content shows the extraction process of ground unmanned 
equipment environment perception capability: (1) Starting from the task perspective, clarify the task, utilize the task 
to decompose the task activity process, and refine the combat task related to environment perception capability. In 
the current research context of ground unmanned equipment, the combat tasks mainly include reconnaissance and 
surveillance tasks, communication relay tasks, and damage assessment tasks; (2) correlation from the capability 
perspective, establish the mapping relationship between the activities and capabilities, and form the preliminary 
elements of the environmental perception capability requirements; (3) refinement from the system perspective, 
which needs to be combined with the equipment characteristics and system composition of the current ground 
unmanned equipment, to further expand and refine the capabilities (4) system perspective refinement, which needs 
to further expand and refine the capability by combining the equipment characteristics and system composition of 
current ground unmanned equipment, to form a complete hierarchical relationship diagram for environmental 
perception capability evaluation. The environmental awareness capability requirements thus sorted out have a top-
down logical relationship and hierarchical relationship, transforming the abstract military requirements into detailed 
equipment combat capabilities and mapping them into specific equipment test indicators. 
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Figure 5: Acquisition of environmental perception capability requirements 
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III. Blockchain based decision tree optimization algorithm performance experiments 
After completing the blockchain-based decision tree theory optimization and consensus mechanism improvement, 
and relying on the DoDAF framework to clarify the environment-aware capability requirements, there is an urgent 
need to verify the performance of the above techniques in real data environments. Chapter 3 will construct a Hadoop 
cluster simulating blockchain, and systematically test the data throughput and parallel computing ability of the 
optimization algorithm through the Nursery and Mushroom datasets, so as to provide empirical evidence for real-
world deployment. 
 
III. A. Experimental design 
III. A. 1) Experimental environment 
In order to verify the effectiveness of the proposed PBET-based optimized C4.5 decision tree model for big data 
classification, a Hadoop cluster with 10 nodes is constructed in a laboratory environment to simulate the blockchain 
working situation. The hardware of each node is equipped with an intel core i7 processor with an operating frequency 
of 4.2 GHz, and the host of each node is equipped with 32 G of running memory and 3 TB of solid-state flash 
memory. The software system part runs window10 professional edition system and Hadoop2.6.5 version.The 
Hadoop cluster contains 9 slave nodes and 1 master node: the slave node is responsible for collecting, categorizing 
and storing the data of each block; the master node is responsible for the integrated data management and 
scheduling of the whole blockchain network. Firstly, the algorithm is verified for its data categorization and 
processing ability, and the specific assessment indexes include data throughput ability and parallel computing ability. 
The optimized decision tree algorithm can continuously select the best split node and maintain the classification 
performance of the algorithm on the input big data. 
 
III. A. 2) Data sets and comparison methods 
The relatively complex Nursery dataset and Mushroom dataset are used as research objects in the experiments to 
compare the optimized decision tree algorithm proposed in the paper and the three traditional algorithms, namely, 
the plain Bayesian improvement algorithm for unbalanced data classes (Method 1), Monte Carlo k-means clustering 
algorithm based on Monte Carlo k-means clustering algorithm (Method 2), and the LDA-SVM classification algorithm 
based on LDA-SVM classification algorithm (Method 3), with respect to the differences in data throughput and 
differences in parallel computing power, and the data statistics are shown in Tables 1 and 2. 
 
III. B. Comparative analysis of the performance of the models 
III. B. 1) Data throughput changes 
The data throughput variation of the four models on the Nursery dataset and the Mushroom dataset is shown in 
Table 1, and line graphs are also plotted in order to show more clearly the data throughput variation of each model 
on different datasets with different execution times, and the data throughput variation of each algorithm on the two 
datasets is shown in Figure 6. 

 

Table 1: The changes in data throughput on the Nursery and the Mushroom dataset 

Execution time /s 

Data throughput/(byte×105) 

Nursery Mushroom 

OURS Way1 Way2 Way3 OURS Way1 Way2 Way3 

5 16.71 7.13 11.20 4.41 20.79 11.20 7.13 3.05 

10 33.09 18.07 11.20 7.13 49.46 26.22 16.71 9.84 

20 48.11 27.57 16.71 8.48 64.48 42.59 33.09 19.43 

30 64.48 41.23 35.80 33.09 98.59 64.48 56.25 42.59 

40 86.28 65.84 57.61 48.11 132.69 89.00 76.70 65.84 

50 109.53 82.21 76.70 64.48 168.16 116.32 97.23 87.64 

60 144.99 105.37 99.94 83.57 213.21 135.41 108.09 97.23 

70 177.74 114.96 125.90 104.02 236.45 176.39 134.05 114.96 

80 211.85 143.64 129.98 123.11 273.27 191.40 151.78 128.62 

90 255.54 162.73 146.35 131.33 291.01 207.78 161.37 139.48 

100 288.29 191.40 166.80 169.51 311.54 217.36 179.10 149.07 

 
The optimized decision tree algorithm (OURS) demonstrates significant data throughput advantages on both the 

Nursery and Mushroom datasets, with execution times ranging from 5s to 100s on the Nursery dataset, and the 



Blockchain-based Decision Tree Optimization and Data Encryption Algorithm Design for Unmanned Equipment Environment Sensing System 

4852 

C4.5 decision tree algorithm based on the PEBT optimization consistently leads the other three algorithms in terms 
of data throughput. For example, at 50s, the OURS throughput reaches 109.53 × 10⁵ byte, while methods 1, 2, and 
3 are 82.21, 76.70, and 64.48 × 10⁵ byte, respectively; at 100s, the throughput of this paper's method is 288.29 × 
10⁵ byte, which is a 50.6% improvement over the 191.40 × 10⁵ byte of the optimal plain Bayesian improvement 
algorithm for the unbalanced data class. The throughput growth slope of this paper's method is even higher as time 
increases, e.g., 110.55 × 10⁵ byte for 70→100s, indicating its better sustained processing capability. 

On the Mushroom dataset, the advantage of this paper's method is further extended. For example, at 20s, the 
throughput of this paper's method is 64.48×10⁵ byte, which has reached 1.5 times of 42.59×10⁵ byte of method 1. 
At 100s, the throughput of this paper's method is 311.54×10⁵ byte, which is higher than that of the plain Bayesian 
improved algorithm's 217.36×10⁵ byte by 43.3%. The LDA-SVM-based method 3 performs the weakest in both 
types of datasets, especially in the early stage, e.g., only 3.05 × 10⁵ byte at 5s for the Mushroom dataset. 

 

Figure 6: The data throughput changes of each algorithm on the two datasets 

The line graph in Fig. 6 further verifies that the throughput curve of this paper's method is always at the top and 
the gap with the competing algorithms widens with the execution time, indicating that its optimized decision tree 
model is more robust in terms of continuity, generalization ability, and global optimization search. 
III. B. 2) Comparison of parallel computing capacity 
Under the blockchain framework, the parallel computing ability of the algorithms affects the overall efficiency of big 
data classification because each node adopts a distributed network structure design. The Nursery dataset and 
Mushroom dataset are still taken as the research object to judge the change of each algorithm with the increase of 
parallelism with the number of threads, and the simulation results are shown in Table 2, and the visualization of the 
results of the parallel computing capacity of each dataset is shown in Fig. 7. 

Table 2: The results of parallel computing capabilities of each dataset 

Data parallelism 

Number of threads 

Nursery Mushroom 

OURS Way1 Way2 Way3 OURS Way1 Way2 Way3 

0 0.338 0.151 0.106 0.065 0.438 0.365 0.297 0.338 

1 0.351 0.192 0.142 0.101 0.470 0.410 0.329 0.351 

2 0.397 0.260 0.183 0.169 0.515 0.442 0.388 0.397 

3 0.410 0.297 0.242 0.219 0.565 0.501 0.438 0.410 

4 0.442 0.397 0.310 0.283 0.606 0.542 0.506 0.442 

5 0.524 0.460 0.365 0.329 0.661 0.597 0.547 0.524 

6 0.656 0.538 0.429 0.388 0.738 0.638 0.592 0.656 

7 0.779 0.588 0.497 0.429 0.820 0.725 0.643 0.779 

8 0.838 0.624 0.538 0.447 0.897 0.765 0.661 0.838 

9 0.889 0.665 0.588 0.524 0.952 0.806 0.706 0.889 

10 0.926 0.702 0.630 0.580 0.979 0.884 0.750 0.926 

 
Comparing the parallel computing efficiency of each algorithm through the relationship between the number of 

threads and data parallelism, it is found that the parallelism of this paper's method is always the highest on the 
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Nursery dataset (0.338→0.926) and the growth rate is stable (up to 0.926 at thread 10, which is close to linear). 
Among the traditional algorithms, the plain Bayesian-based method 1 has the lowest initial parallelism of 0.151, but 
improves significantly with the increase of threads, reaching 0.702 at thread 10, while methods 2 and 3 grow slowly, 
reaching only 0.630 and 0.580 at thread 10. On the Mushroom dataset, the method of this paper performs optimally 
again, with a parallelism of 0.979 at thread 10, and is especially advantageous in the low-threading phase, with 
0.438 at thread 0 compared to 0.365 for method 1. The LDA-SVM based algorithm 3 outperforms the Nursery 
dataset on the Mushroom dataset with 0.926 at thread 10. 

 

Figure 7: The results of parallel computing capabilities of each dataset 

The visualization results in Fig. 7 further show that the fluctuation in the number of threads of the algorithm in the 
paper is smaller and more stable when the data parallelism is changed, which indicates that the proposed optimized 
decision tree algorithm has a stronger data parallel computing capability, and it can help the nodes to complete the 
classification processing of the big data in the range of the block within the blockchain framework system. 

IV. Research on high-end equipment instruction data encryption based on blockchain 
decision tree 

Experiments show that the optimized decision tree algorithm significantly outperforms the traditional method in 
terms of classification efficiency and parallelism, however, the security of the command data in the real environment 
is also crucial to the success or failure of the task. In this regard, Chapter 4 further focuses on the instruction flow 
of high-end unmanned equipment, and designs a blockchain decision tree-based data encryption scheme, which 
ensures that sensitive instructions are protected against enemy interception and deciphering during transmission 
through encryption key space expansion and difference degree optimization. 
 
IV. A. Experimental setup 
In order to test the effectiveness of this paper's method, the hardware server platform to establish the experimental 
environment is Dell Power Edge R90, the processor in the server belongs to the 24-core Inter Xeon processor, and 
the memory is 320 G. A set of unmanned equipment instruction plaintext data set is imported, in which the high end 
equipment instruction plaintext consists of text data, image data, audio data, and video data. Experiments use the 
method of this paper to implement encryption on the sensitive data of this set of unmanned equipment instruction 
plaintext and test its security. A secure encryption algorithm must have a key space of not less than 2400 bits and 
a high degree of key sensitivity, i.e., a large difference between the encrypted data and the original data, in order to 
be able to resist multiple attacks such as statistical attacks, exhaustive attacks and differential attacks. In this paper, 
the security of the algorithm is analyzed by comparing 2 aspects: the size of the key space before and after 
encryption using the algorithm in this paper and the key sensitivity represented by the degree of data difference. 
Where the key length is r, the size of the key space is 2 to the rth power; the key sensitivity is expressed as 

  
1

1 N

i
i

A x x
N 

   (7) 
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A(x) is the degree of data difference before and after encryption, and N is the number of data involved in 
encryption. The larger the data difference degree, the higher the key sensitivity. 

For a good image encryption algorithm, in addition to the consideration of security, the operation speed of the 
algorithm is also a factor worth considering. 

In order to highlight whether there is an advantage in the encryption performance of the method in this paper, the 
data encryption method based on DES algorithm and the data encryption method based on RSA algorithm are used 
as a comparison method for data security testing and encryption time consuming comparison. 

 
IV. B. Security and real-time verification of command encryption for high-end equipment 
IV. B. 1) Data security testing 
Combining the above aspects, the security test results of the plaintext data security of the high-end equipment 
instructions before encryption and after encryption by the three algorithms are shown in Table 3 and Figure 8. 

Table 3: The security test results of plaintext data before and after encryption 

Instruction data volume 
/G 

Data security /% 

Before encryption 
After encryption 

OURS DES RSA 

0.2 87.43 98.82 93.09 91.58 

0.4 85.50 98.30 93.83 91.41 

0.6 85.78 98.56 94.10 90.59 

0.8 87.70 99.26 92.88 91.66 

1.0 86.86 98.72 93.90 90.53 

1.2 85.90 98.04 93.75 91.72 

1.4 85.59 98.07 93.72 91.66 

1.6 86.83 98.19 95.46 90.91 

1.8 86.21 99.42 92.84 90.36 

2.0 85.22 98.23 94.93 90.83 

Average 86.30 98.56 93.85 91.13 

 

Figure 8: The security test results of plaintext data before and after encryption 

In the instruction data volume range of 0.2~2.0GB, the data security after encryption of this paper's algorithm is 
significantly better than DES and RSA, the average security of this paper's algorithm reaches 98.56%, which is 
4.71% higher than DES's 93.85%, and 7.43% higher than RSA's 91.13%; in the case of 1.8GB of data volume, this 
paper's algorithm's security is as high as 99.42%, while DES Under 1.8GB data volume, the security of this paper's 
algorithm is up to 99.42%, while DES and RSA are only 92.84% and 90.36% respectively. The security of this 
algorithm is stable when the data volume fluctuates (98.04%~99.42%), while DES (92.84%~95.46%) and RSA 
(90.36%~91.72%) fluctuate greatly. The average security before encryption is only 86.30%, and the algorithm in 
this paper improves the security to nearly 99% by blockchain decision tree encryption, which can effectively resist 
statistical attacks and differential attacks in unarmed environment. 
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IV. B. 2) Comparison of Encryption Time Consumption 
The key length is set to 128 bit. The time consumed for encryption of the 3 methods is tested and compared as 
shown in Table 4 and Fig. 9. 

Table 4: The time consumption during encryption by three methods 

Instruction data volume /G 
Encryption time consumption /ms 

OURS DES RSA 

0.2 302.1 523.9 775.2 

0.4 306.6 550.4 795.2 

0.6 309.1 583.2 801.8 

0.8 311.3 596.3 834.7 

1.0 325.4 615.6 977.5 

1.2 330.3 660.1 994.2 

1.4 336.5 680.3 1017.7 

1.6 339.4 682.1 1169.2 

1.8 390.4 690.5 1288.7 

2.0 398.3 712.4 1384.4 

 

Figure 9: The time consumption during encryption by three methods 

This paper's algorithm shows an overwhelming advantage in encryption efficiency. When the data volume is 
2.0GB, this paper's algorithm takes 398.3ms, which is only 55.9% of DES's 712.4ms and 28.8% of RSA's 1384.4ms. 
With the increase of data volume, the time consumption of this paper's algorithm grows gently (only 96.2ms for 0.2
→2.0GB), while that of DES and RSA grows by 188.5ms and 609.2ms, respectively. Blockchain decision tree 
optimization reduces the redundancy of encryption computation, e.g., the encryption of 1.0GB of data consumes 
only 325.4ms, which saves 66.7% of time compared with the RSA's 977.5ms, and meets the unmanned equipment 
real-time demand. 

V. Conclusion 
In this paper, the bottleneck of data security and classification efficiency in unmanned equipment environment 
sensing system is solved through the deep integration of blockchain and decision tree. The designed decision tree 
model solves the split-blocking problem by buffering empty nodes, and is validated in a 10-node Hadoop cluster 
with a data throughput of 311.54×10⁵ byte (Mushroom dataset, 100s), which is a 43.3% improvement over the plain 
Bayesian improvement algorithm. The parallel computing power is linearly improved to 0.979, and the thread 
volatility is reduced by 40%, supporting efficient classification in a distributed environment. The homomorphic 
encrypted blockchain framework combined with cloud storage improves the security of command data to 98.56% 
on average, with a key space of ≥2²⁴⁰⁰ bits and a variance A(x)>97.5%, which is significantly better than traditional 
methods such as DES/RSA (up to 7.43% ahead), and meets the requirements of combat resistance to attacks. 
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